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By Ted Crooks
Crooks Analytics

Ted Crooks has been designing and 
applying artificial-intelligence fraud-
management systems for banks since their 
invention 25 years ago. Holder of  10 
patents, Crooks has worked with most of  
the world’s largest consumer banks and the 
world’s largest payments networks. Today, 
he is principal of  Crooks Analytics Inc. and 
operates a consulting business in the U.S. 
and Europe. Crooks lives in La Mesa with 
his wife Pamela.

It’s no fluke that humans evolved 
amazing powers to recognize 
one another. Identity is essential 

to all cooperation and specialization, 
from routine social niceties to complex 
financial deals.

Much of  human progress rests on 
expanding who we can identify.  As we 
identify more numerous and diverse 
people, we can cooperate in larger 
organizations, specialize skills, borrow 
resources and pay for them with their 
fruits, and enjoy more benefits from 
trade between differently endowed 
geographies. But, we also run a greater 
risk of  being fooled.

There is a constant tension between 
the benefits of  expanding cooperation 
and the risks of  trusting the wrong 
people. For banking, managing and 
fostering trust is the central task. 

These days, the greatest uncontrolled 
risks to financial confidence involve 
fraud — either a fraudulent identity 
or a fraudulent history (for instance, a 
fabricated credit record). Credit risks, 
where a known individual with a known 
history reneges, are well controlled by 
statistical credit scores and sharing risk 
across many transactions. But, there is 
still the rare Bernie Madoff.

Unlike randomly scattered defaults 
by known persons, fraud has nasty 
statistics. It doesn’t just happen here 
and there, nicely spread across a 
population. Fraud concentrates where 
defenses are weakest. If  credit losses are 
a spring cloudburst dousing everyone 
a bit, fraud is a tornado — focused, 
hitting few, but hitting them hard in 
unpredictable attacks. Fraud never 
stops innovating and it often punishes 
the innovative entrepreneur whose 
promising new scheme lacks battle-
tested defenses. Perhaps worst, it sneaks 

up on unsuspecting organizations 
because investment in fraud defense is 
hard to justify until it is too late.

For the largest financial institutions, 
risks like credit and debit card fraud are 
largely under control, though creeping 
up slowly. Monitoring account behavior 
with artificial intelligence (pioneered 
in San Diego) has kept fraud rates well 
below the levels of  the ‘90s; despite the 
explosion in hard-to-protect Internet 
trade and huge data breeches. 

But fraud on smaller financial 
firms is growing faster and will 
accelerate. By 2015, most U.S. credit 
and debit card transactions will be  
secured with an integrated circuit 
embedded in each card. These “chip 
cards” have been in use for about 20 
years in other countries where they 
have proven to make card fraud more 
difficult and less profitable. 

I expect about $14-15 billion in 
debit and credit card fraud in the U.S. 
in 2014. Come 2015, about $4-5 billion 
of  that total will be suppressed by the 
introduction of  chip cards. As we’ve 
seen in one country after another, this 
reduction in criminal revenue will put 
fraudsters into high gear. 

Some of  the new fraud will be 
redirected to card transactions not 
protected by chips (like Internet 
purchases). But most of  it will find a 
home in other forms of  fraud, some in 
big banks, but much of  it in smaller, 
less prepared, banks and non-bank 
financial institutions.

After 2015, even more fraud shift 
away from cards. The ironic truth 
seen in other countries is that as 
fraudsters are forced out of  familiar 
ways, not only do they make up 
their lost revenue, they tend to learn 
enough new tricks in new venues to 
generate greater overall fraud.

The fraud displaced from cards 
will almost entirely go to digital 
channels. After all, there is a great 
advantage to fraud by remote 
control, well beyond the reach of  law 
enforcement. Much of  the displaced 
fraud is managed by people far 
outside the U.S., even though they 
may sometimes employ local petty 
criminals as frequent “mules” for 
fraud rings.

So, it’s time to prepare. An out-
of-work fraudster will be in your 
neighborhood soon. And, when will 
we stop all this fraud? About the 
same day we put an end to lying and 
cheating. 

Controlling Fraud  
in the Changing World of Finance

In 2015, U.S. bank 
cards will switch 

to chip protection 
causing fraud of  
about $5 billion a 

year to shift to other  
digital channels.

Fraud concentrates 
where defenses  

are weakest. 
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By Brennon Crist

Submitted by Chase

Brennon Crist is Market Manager of  
Middle Market Banking in San Diego, 
and represents Chase in San Diego area 
civic and philanthropic activities. He 
leads a team of  senior bankers, credit 
underwriters and service professionals in 
providing comprehensive financial solutions 

to companies with revenues between $20 and $500 million. Brennon 
can be reached at 619.358.6361 or brennon.j.crist@chase.com

As a leading global financial services firm with assets of  $2 trillion, 
JPMorgan Chase & Co. serves millions of  consumers in the United 
States and many of  the world’s most prominent corporate, institutional 
and government clients under their J.P. Morgan and Chase brands. 
Chase Commercial Banking serves more than 23,000 corporate, state, 
municipal, financial institution and nonprofit clients in the U.S. with 
annual revenue generally ranging from $20 million to $2 billion. The 
firm offers a comprehensive set of  financial products and services, 
including credit, equipment finance, real estate finance, treasury 
services and provides clients with access to the investment services of  
J.P. Morgan.

(c) 2014 JPMorgan Chase & Co.  All rights reserved. Chase, JPMorgan and JP-
Morgan Chase are marketing names for certain businesses of  JPMorgan Chase & Co. 
and its subsidiaries worldwide (collectively, “JPMC”). Products and services may be 
provided by commercial bank affiliates, securities affiliates or other JPMC affiliates 
or entities. This material is provided to you for informational purposes only; and any 
use for other than informational purposes is disclaimed. It is a summary and does not 
purport to set forth all applicable terms or issues. It is not intended as an offer or solic-
itation for the purchase or sale of  any financial product and is not a commitment by 
JPMC as to the availability of  any such product at any time. In no event shall JPMC 
be liable for any use of, for any decision made or action taken in reliance upon, or for 
any inaccuracies or errors in, or omissions from, the information herein. 

As markets become increasingly 
global and cyber criminals grow in 
sophistication, companies need to be 
more vigilant against a wider range 
of  fraud and scams, in order to pro-
tect both their customer’s informa-
tion as well as their own. According 
to the FBI, fraud costs consumers, 
banks and businesses between $18 
and $20 billion per year, and victim-
ized businesses suffer an average loss 
of  $18,400 per case. 

The Best Defense
The best safeguard for most busi-

nesses is education and training. 
Businesses have a responsibility to 
implement internal control strate-
gies, which range from requiring so-
phisticated fraud-prevention training 
programs to instituting reporting requirements and operating proce-
dures when attacks do occur. To protect your business from the finan-
cial loss, reputational risk and liability of  a breach, below are a few 
best practices to ensure your business is on track:

Limit mobile device access. As businesses allow and encourage 
“bring your own device” policies, hackers have responded by design-
ing malicious software that targets mobile devices, which are capable 
of  leaking sensitive data. Experts estimate that up to 10 percent of  
legitimate apps could potentially leak logins and passwords, nearly 25 
percent may expose personally identifiable information and 40 percent 
communicate with third parties. Networks that have access to sensi-
tive information should be particularly wary of  allowing employees to 
use unsecured systems and devices at work.

Combat phishing with social media awareness. Phishing attacks are 
fraudulent emails that either dupe targets into providing sensitive in-
formation or that carry malicious software. Through the wealth of  
public information from social media profiles—such as names, job titles 
and birthdates—phishing scams have become extremely convincing. 
Fraudsters often pose as a trusted client or friend, and employees can 
be deceived by the information mined through a few Internet searches. 
Employees should be educated about the risks of  social media expo-
sure, trained on utilizing the privacy features of  social networks and 
shown the hallmark signs of  phishing attempts.

Use a Virtual Private Network (VPN). When employees work re-
motely, data travels from server to server on the Internet, becoming 
less secure with each jump. But within a VPN, encrypted information 
is transmitted directly from computer to computer, reducing the risk 
of  sensitive data being harvested by infected servers over the Internet. 
Any business that allows employees to work remotely, even through 
email, should consider using a VPN, which is cost-effective and highly 
secure.

Chase Can Help
While the average annualized costs of  cybercrime for businesses 

has increased six percent year over year since 2010, the damage to a 
company’s reputation from a data breach often far outweighs the cost 
of  the fraud itself. Customer and client loyalty frequently sinks after 

data breaches become public and can 
lead to a caustic perception that a de-
frauded business doesn’t take security 
seriously. 

Chase is committed to safeguard-
ing our client’s information and reg-
ularly invests in innovative solutions 
to protect our clients from fraud and 
data breaches. As one of  the world’s 
largest providers for treasury and 
electronic payment services, Chase 
is an expert in a variety of  advanced 
methods and technologies such as en-
cryption techniques, comprehensive 
monitoring and detection systems, as 
well as multi-factor-based authentica-
tion models—the cutting edge tech-
nology you need to keep your data 
safe in the rising tide of  cybercrime.

While the average 
annualized costs of  

cybercrime for businesses 
has increased six percent 
year over year since 2010, 
the damage to a company’s 

reputation from a data 
breach often far outweighs 
the cost of  the fraud itself.

The Growing Channels  
and Mounting Risks of Fraud
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Ask your bank what they are doing to protect your deposits against cyber criminals...

Then call us at California Republic Bank to learn how the CRB Online Banking Terminal  can add
a significant additional layer of protection to safeguard your confidential information and assets. 

RESPONSIVE with an Eye on your Safety

Lane Elliott | SVP | lelliott@crbnk.com | 949.270.9704
Opening Soon  Offices in the UTC - June 2014

Where Relationships Matter

CYBER THEFT

IS RAMPANT...

Protecting Client’s Accounts from Cyber Fraud  
 The Mission that will Never End

If  you search “Cyber Theft News” you will 
be bombarded with newly reported events of  
sophisticated schemes and technologies that criminals 
from around the world are using for the sole purpose 
of  stealing your money through unapproved access 
to your business and personal bank accounts.  From 
foreign government-supported efforts to steal valuable 
data to sophisticated offshore-based crime syndicates 
to the casual hacker; your personal information, your 
money and your client’s money, if  you are a fiduciary, is 
at risk of  electronic theft. 

The latest revelations the week of  April 7 about 
the “Heartbleed Virus” affirm that the fox is in the hen 
house and your data is likely already compromised.  
You may want to search “Heartbleed Bug” and or “Zeus 
SpyEye” to understand the gravity of  the situation. 

Every bank, big and small, is charged by the 
regulators to take every “commercially reasonable” 
step to protect their client’s personal information 
and deposits.  As a result, in order to meet those 
requirements, banks have paid the price for the products 
and sophisticated IT services needed to protect their 
client’s information and deposits from Bank security 
failures.  

Here is the bad news!  Unfortunately, the security 
measures your bank takes do not and cannot always 
protect you from security flaws on your end of  the 
online transaction which is where most problems occur.

HERE ARE SOME FACTS  
YOU NEED TO KNOW AND CONSIDER:

•  Because of  fewer available financial resources, 
the focus of  these criminals is on the small 
to medium sized business. Cybercriminals 
prefer to attack users’ computers rather than 
the protected IT infrastructures of  banks. It 
is much easier to steal data from a privately-
owned device. At the same time, users often 
ignore the risks and neglect basic security 
measures when using online financial services, 
such as online banking.

•  “Regulation E” of  the Electronic Fund 
Transfer Act (EFTA) only protects your 
personal accounts not your business accounts.

•  A business’ security efforts must always be 
considered “commercially reasonable” within 
your bank account agreement, meaning you 
must do at least as good as what everyone else 
is doing to gain any legal protection when an 
unauthorized person accesses your data.  Is 
what “Everyone Else” is doing good enough for 
you?

•  Ask your bank if  it has programs available to 
prevent unauthorized electronic transactions.

•  Don’t wait until you’re a victim of  cybercrime 
to discover all the options for protection you 
have at your disposal through your bank. 

LEADING THE WAY 
At California Republic Bank, as a business bank, 

our average client keeps very large deposits in their 
accounts.  As a result of  these huge cyber risks, to 
protect our business clients who move money via online 
banking, since last summer we proactively developed 
and have installed over 100 Online Banking Terminals 
in the offices of  our clients.  This technology isolates 
the online transaction from the two most vulnerable 
points of  entry for the cyber criminals which are the 
PC and the public Internet.  Our Online Banking 
Terminals utilize IOS-based systems that log into our 
banking portal through a specialized router utilizing 
our own Virtual Private Network, thus bypassing the 
public Internet.  While nothing is perfect, in addition 
to doing everything possible to continually secure 
the Bank, we are committed to proactively doing 
everything possible to assist our clients in protecting 
their assets from cyber criminals.

By Lane Elliott
Submitted by California Republic Bank
Lane Elliott, Senior Vice President  
California Republic Bank
18400 Von Karman / Suite 1100 
Irvine, CA 92612
Direct Phone: (949)270-9704 , lelliott@crbnk.com
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Local Expertise, Local Decision Making.
Put Chase to work for you.
Chase Commercial Banking is committed to helping mid-sized businesses across San Diego achieve their goals. 

Chase offers you the local delivery of global capabilities and award-winning industry expertise. Just like you, your dedicated 
Chase banker is a part of San Diego and understands the unique needs of the businesses that operate here. Through our 
partnership, we will deliver tailored fi nancial solutions and fi rst-class client service that will position you for success. 

Chase takes pride in strengthening the communities we serve by helping local businesses thrive. Let us do the same for you. 

Contact Brennon Crist, San Diego Market Manager, Middle Market Banking at (619) 358-6361 or 
visit chase.com/commercialbanking for more information.

Access to Expertise                  Steadfast Relationships                 Comprehensive Solutions                 Financial Integrity 

Nominations Now Open

The 2nd annual celebration of  
General Counsel is designed exclusively to recognize  

excellence in the In-House Counsel community. This special evening 
honoring the best counsel in San Diego County brings together the 

members of the local bar and the leading In-House Counsel in a 
celebration of the accomplishments over the past year. General Counsel 
Awards showcases legal heroes in our community who exemplify traits 

that all In-House Counsel strive to attain and hone — measured and 
trusted judgment, legal and business acumen, vision, and leadership.

Awards will be presented in four categories:
•  Public Company  •  Privately-held Company  •  Nonprofit Company  •  Rising Star  

Event Information:  Contact the Events Department at 858.277.6359
Ticket price includes a 26-week subscription to the San Diego Business Journal ($15.00 allocated to the subscription). 

Current subscribers may gift their 26-week subscription to a colleague. 

Nomination Deadline: August 7, 2014
You may nominate or order tickets online at:  

http://www.sdbj.com/bizevents/

PRESENTED BY

2014 General Counsel Awards 
Thursday, October 2, 2014 • 4:00 – 7:00 p.m. 

Hilton La Jolla Torrey Pines (Fairway Ballroom)
10950 North Torrey Pines Rd., La Jolla 92037

Special Awards Reception with hosted hors d’oeuvres and cash bar

TITLE SPONSOR GOLD SPONSORTITLE SPONSOR
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