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It’s Time to Design, Build IT Products With Security in Mind

How Safe is Your Company?
Defending Your Company’s Assets in the Digital Wild West

Finding Resources and Talent is Crucial for Cybersecurity Sector

The San Diego Business Journal hosted a 
Cybersecurity forum to an overflow crowd of 
business executives at the Paradise Point Resort 
& Spa on April 6. Today’s cybersecurity threats 
and defenses were explored by a panel of national 
experts in fields ranging from legal liabilities to 

cloud management. ESET Foundation’s Brad 
Lunn kicked off the forum and RADM (Ret) 
Kenneth Slaght of San Diego Cyber Center 
for Excellence moderated the panel discussion. 
Excerpts on the following pages were edited for 
brevity and clarity.

Guest Speaker Brad Lunn of ESET 
Foundation set the tone for the day’s dis-
cussion, highlighting changing priorities 
that focus on product safety and security 
in an ever more threatening digital envi-
ronment. 

Product development: What’s changing 
is now we’re talking about products. 
We’re talking about products that are 
highly network enabled. We’re talking 
about products that are going to be used 
in consumer applications. We’re going 
to be talking about products that are 
in military applications. And the things 
that make us good at dealing with data 
center-centric type of cyber problems 
are not identical to protecting products. 
When you think about cybersecurity, we 
always talk about it from the risk stand-

point, but there is also another angle 
to it. There is also an opportunity, and 
that opportunity is that since you know 
that your customers value security, they 
value safety; what if  your product, your 
systems — one of the major dimensions 
of it was security.

When you think of IT organizations, 
good IT organizations, they are very 
good at dealing with technology, bring-
ing technology in, utilizing technology, 
being users and consumers of technolo-
gy. That’s different than what it takes to 
actually design, develop, deploy, support 
a product to be security-enabled from its 
foundation out into its product ecosys-
tem, driving from requirements all the 
way through the engineering process.

If  you’re in the space where you are 

building highly network-enabled prod-
ucts, you really need to be thinking it 
through from a standpoint of system en-
gineering, of how are you going to design 
and build these products with security in 
mind from the start.

Moderator RADM (Ret) Kenneth 
Slaght from San Diego Cyber Center for 
Excellence led the panelists in discussions 
on cybersecurity trends including resources 
for training and recruiting cybersecurity 
experts for today and the future.

Education, Training and Resources: 
Without hesitation, No. 1 on the list of 
company priorities was “I need more 
talent.” So we took that onboard as Job 1 
when we stood up, and the first thing we 
did is, as you expect, we turned around 
to colleges and universities and said, 
“What are you guys doing? Why aren’t 
you growing? There is a huge demand 
signal for cyber talent in the region, and 
you’re not doing anything.”

Of course, we should have done our 
homework. They were doing a lot, ac-
tually. They were graduating a lot of 
cyber talent, and the feedback they were 
getting from their graduates was, “Can’t 

find any jobs in cyber here in San Diego, 
so we’re going up to the Bay Area and 
back to Maryland.” Shame on us as a 
region. There is a huge disconnect, and 
it is all about communications. 

We stood up three elements. The first 
one is a job board. It was a focal point 
where all the schools, colleges, transi-
tioning veterans, all got access to the job 
boards. Then our members (including 
SPAWAR, 3,500 jobs a year in the San 
Diego region, almost half the workforce) 
could be posting their jobs. It is a pretty 
inclusive coverage for what people are 
looking for in the region.

Then the next, we worked with EDC 
and became part of their Linked2 pro-
gram. If  you want to get students aware 
of what is going on in the region, take 
your companies out to the universities, 
meet with the students who are interested 
in cyber, and make them aware of what 

is going on in the region. 
But No. 3; you cannot just sit back 

and cross your arms and say, “Where is 
the talent?” Probably the most important 
element is we need to get serious about 
apprenticeships, internships, interaction 
with the universities, getting the students 
out in your companies to see what’s really 
available. 

Expert panelists at the San Diego Business Journal’s 2017 Cybersecurity Forum
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If you’re in the space where 
you are building highly network 
enabled products, you really 
need to be thinking it through 
from a standpoint of system 
engineering, of how are you 
going to design and build these 
products with security in mind 
from the start.

We turned around to colleges 
and universities and said, “What 
are you guys doing? Why aren’t 
you growing? There is a huge 
demand signal for cyber talent in 
the region, and you’re not doing 
anything.” Of course, we should 
have done our homework. They 
were doing a lot, actually.

Brad Lunn, Corporate Director, ESET 
Foundation
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Stephen Cobb of ESET North America 
reviewed the importance of appropriate 
staffing, procedures and today’s trust 
factor.

Effective staffing: I would say that 
building talent in-house is probably the 
preferred way in a lot of cases for smaller 
organizations and for organizations which 
are maybe on the periphery of the San 
Diego area that may not be able to attract 
talent as well as more urban areas.

In general, one of the problems I see is 
HR departments have not really learned 
yet how to hire for security. In many 
organizations, and this kind of surprised 
me, I typically work for very small com-
panies, companies like myself, you don’t 
have to be very large as a company for 
HR to come in between the people who 
are actually getting the employee and the 
people coming in the door. We are seeing 

some really good programs now where 
four-year degrees are coming with some 
practical experience to it. I think that is 
an area, if you know somebody who is in 
college going down this road — get them 
to do an internship. Work for a nonprofit 
for a while on helping them with their 
security. Get something under your belt 
in terms of what you have done in security.

One of the problems I’ve been studying 
for the past 12 months or so is the shortage 
of quality people to do cybersecurity for 
you. This is a very real problem, the cy-
bersecurity sales gap. There are at least, I 
think, 200,000 open positions that cannot 
be filled, not because they are not funded 
positions. These are funded positions that 
it is taking six months or more to find 
somebody for. And we see survey after 
survey finding this problem. So if you 
are committed to security, you’ll attract 
people who could go other places. They 
are going to come to you. If you take 
security on, and make that something 
you’re committed to, it is going to help 
you attract talent when otherwise you 
might not be able to, because the right 
security people are not really in it for the 
very, very top dollar. They are in it for the 
passion of doing the security right. And 
if you are paying a decent salary, and you 
are committed to security, you are going 
to hire more quickly than if you are doing 
it because you have to.

Distrusting technology: We’re building 
our future and have predicated the future 
of our economy on digital technology, 
networked digital technology, and yet 
we are experiencing an erosion of trust 
in that technology which I fear will retard 
economic growth. ESET did a survey last 

Getting the Right People, Building Trust and Backing Up Your Data

Security Should Be Viewed Through Risk Mitigation Lens

Eric Basu expanded on several key 
issues including the importance of an 
effective system, testing for weaknesses, 
evaluating IT vendor partners and our 
global disadvantage.

Cybersecurity’s relevance: The ques-
tion is — why is cybersecurity relevant? 
It is back to the dynamics of humans, 
when one human had one thing and 
another human wanted to take it, the 
person would try to take it. So now we 
have the cybersecurity realm, and we have 
the exact same dynamic. The things that 
you have that other people want to take; 
you didn’t even know they had value. 
Did you think your medical record was 
worth $25 to anybody? Did you think 
that your company’s medical records as 
a whole were worth a million dollars to 
somebody? No. And so you didn’t protect 
them. That’s the reason that cybersecuri-
ty has come up so quickly, is because we 

all recognize the human dynamic. What 
we didn’t recognize is the different ways 
in which they could get to us and the 
different things they want to take from 
us, so now we’re scrambling for that.

A lot of times I see customers treat 
security as an ancillary function. Security 
has to be the way we think about every-
thing. That should be a way to look at 
engineering. That is the way they should 
look at their software products, particu-
larly building for the government — they 
need to know they will be targeted. You 
think security is a distraction from your 
core business. If you don’t do the security 
right, you may not have a core business, 
or it may impact your core business so 
significantly that your costs will increase, 
or you may not be able to stay in business 
anymore. You may not be profitable.

Ransomware is the biggest trend last 
year and this year. Against individuals 
they will ask for $250. Against large 
companies, they’ll ask for $40,000.

One of the things we’ve been finding 
lately is that there is a need for increased 
government regulation. Right now it is 
a bit of the Wild West out there. With 
increased government regulations in the 
cyber space a lot of companies look at 
us and say, “I have no idea how to ap-
proach this.” 

Testing protocols: One of the problems 
people find is they expect to ask, “How 
do I secure my firewall?” It doesn’t work 
that way. It is a very high-level frame-
work. Also, there is so much information 
being put out there. Right now it is like 
trying to Google any common term. 
There is so much information; you don’t 
know what to do.

Backup is a risk mitigation. Security as 
a whole is risk mitigation. So when you 
look at it and say, “Do I really need four 
backups,” you should look at it the same 
way you look at your insurance policy. 
How much risk am I trying to mitigate? 
What could the potential damage do? 
And then, how much do I need? Do I 
need to spend a million dollars a year 
on backups to protect $500,000 worth 
of loss? Probably not.

Also, you need to have somebody from 
the outside looking, mainly because 
you don’t know what you don’t know 
in terms of your IT. You have security 
people. They built in deliberate business 
vulnerabilities in there because there 
were specific business reasons for doing 
that. For example, you ask them what the 
vulnerabilities are, they say, “we left this 
port open because we have to connect 
with the remote office.”

Vendor expertise and limitations: The 
problem is most IT vendors are not secu-
rity specialists. That’s the issue. Most will 
install their IT systems. They have not 
historically had an impetus to be security 
experts more than you have in terms of 
your daily operations. When you hire 
an IT administrator, you are not hiring 
somebody who is a CISSP, who goes to 
Black Hat every year, knows how to hack 
a little bit. What you are looking for is 
somebody that is going to keep your net-
work built and make sure everybody has 
access to email. The IT vendors, they are 
doing the same thing. That’s the reason 
why you’re finding that your IT vendors 
actually don’t know how to do it, and you 
should not expect somebody who is just 
an IT vendor to understand your security.

Vulnerability assessment vs. pen test: 
Vulnerability assessment is much smaller 
in scale and cost. It can be done internally 
or externally, but basically you want a 
scanner to see what your vulnerability is 
and scan what the weaknesses are. But it 
doesn’t give you any kind of fixes gener-
ally. A penetration test is performed with 
a very talented hacker who goes in there 
and tries to do a number of things to get 
into the organization. They may even 
use phishing emails to get in there and 
use passwords and do that. It simulates 
an attack more likely. So it is important 
whether you do a monthly, quarterly or 
on an annual basis to have somebody 
look in.

Our global disparity: As relates to pro-
tecting our country’s cyber universe, the 
reality is the Russians and the Chinese 
are better than us for a reason. We kept 
all our offsite cybersecurity encapsulated 
in the United States for a long period 
of time. You are seeing the rest of the 
government now showing their own 

October during Cybersecurity Awareness 
Month around the internet of things, and 
for the first time there were more than 50 
percent of the people who said they put 
off  purchasing a digital product because 
of concerns about security and privacy.

One of  the biggest problems we’re 
seeing at the moment is Remote Desktop 
Protocol. If  you Google “brute force 
RDP ransomware,” you’ll see that there 
is a massive increase in the use of the 
Remote Desktop Protocol on servers 
to get in and manually turn off  the an-
ti-malware, because once you’ve RDP’ed 
in, and with admin privileges, you then 
install ransomware on the server. And 
then there are people trolling all the time, 
scanning to find open RDP connections, 
alot of these people are very unhappy, 
because they say they have a very good 
anti-malware protocol on there, and it 
didn’t stop this. That is just because they 
had an open question with a guessable 
password on their system.And so it’s a 
lot of obvious stuff  and a lot of simple 
stuff  that is not being done which could 
improve everybody’s chances of staying 
safe and having to shore up the trust that 
people have in the technology on which 
we are building our future

Backup: Ransomware, if  it has done 
anything good, it taught us how many 
people were not doing backup and re-
covery properly. So it is frustrating that 
we cannot pull it all necessarily together 
in one place, but there is a lot of good 
information out there. What we found 
when ransomware started to hit was 
people weren’t backing up everything. 
They were not testing their backup. So 
they thought they had backup they could 

use, but they couldn’t, because there was 
something wrong with it.

There are plenty of things you can 
do to make sure that your files are not 
encrypted by ransomware. If  you are 
running a good anti-malware security 
suite on your systems, that is going to 
spot a lot of that coming in. What a lot of 
people don’t realize is there is a massive 
amount of information sharing amongst 
technology companies like Google, Face-
book, Mozilla, the people that make the 
browsers, and the people that make the 
security products, sharing information 
about which websites are infected with 
malware, which includes ransomware, 
which emails are phishing emails. And 
so a good security suite is going to be 
checking the links that you are clicking. 

It starts to go back to what we call the 
command and control center, C2. If you 
have a firewall, it can often block out 
traffic. The code comes in, it calls back to 
home base, to the bad guy to say, what do 
you want me to do now? I’m in this sys-
tem. And it can block that as well. There 
are steps that you can take to prevent it 
happening. But obviously your last plan 
of good defense is backup recovery.

Security page 38
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ESET North America

Eric Basu, CEO, Sentek Global Inc.

Ransomware, if it has done 
anything good, it taught us how 
many people were not doing 
backup and recovery properly. So 
it is frustrating that we cannot 
pull it all necessarily together in 
one place, but there is a lot of 
good information out there.

You think security is a distraction 
from your core business. If you 
don’t do the security right, you 
may not have a core business, or 
it may impact your core business 
so significantly that your costs 
will increase, or you may not be 
able to stay in business anymore. 
You may not be profitable.
Ransomware is the biggest trend 
last year and this year. 
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The Importance of Diligence, Monitoring and Vulnerability Testing

Don’t Become Complacent with Cloud-based Services and Compliance 

James Mapes of TBConsulting stressed 
the need for constant oversight and the 
results of human error.

Incident response plan: The way I was 
able to give some of our customers a 
litmus test was to ask, “Can you pre-
vent a security event from becoming a 
full breach?” And if  the answer to that 
question is, “I don’t know,” then you 
have some work ahead of you to do. 
Organizations that have realized that 
in the event of a breach, and as part of 
their incident response, they were going 
to need some outside resources. Typically 
IT departments are stretched thin and 

information security programs are prob-
ably even thinner. And as a result, you 
need to be ready, either by being able to 
backfill some of your positions that you 
have currently so that you can dedicate 
the personnel that you need to with the 
knowledge that you need to that incident.

But we’ve also been looking at mak-
ing certain customers have table-topped 
an incident response plan and more 
importantly potentially included that as 
part of a pen test and it is a great means 
by which to have some fun, with some 
of your teams in doing red team, blue 
team, letting them go at it against each 
other. It is definitely important to test 
that. You’ll be surprised at some of the 
things you thought you had that, in fact, 
you don’t. You don’t want to be finding 
that out when you are in the middle of 
an incident.

Human error: No amount of technolo-
gy, no amount of hardening can prepare 
you for human stupidity. So it is really 
important that companies start thinking 
beyond just that first layer of security. It 
is important they are able to engage in 
the business. They need to be able to see 
information security is a business issue 
first and foremost. You can say, okay, the 
technology maybe is what is causing the 
issues here, but it is a business problem 
that needs to be solved.

And get educated. One of the reasons 

Chris Orlando of ScaleMatrix spoke on 
where our cloud technology is today and 
the importance of compliance. 

Utilizing the cloud: We come at things 
from the data center and cloud and ser-
vice center perspective. We see a lot of 
folks overwhelmed with this particular 
challenge. So being able to lean on a part-
ner for that is something that provides a 
layered approach. You have another set 
of eyes that help you with the day-to-
day to make sure not only are the boxes 
checked, but there is a way to enforce it.

We are trying to help the folks have a 

24/7 viewpoint of things. We find there is 
a little bit of complacency taking place 
in this cloud-enabled world where we are 
about abstracting the hardware layer and 
the operational pieces, managing servers 
and infrastructures, and just going back 
to focusing on applications.

From a financial standpoint while we’re 
asked to spend more today, the cost of 
storing data has gone down dramatically, 
and the function of the platforms that are 
supported are improving greatly. We have 
regional availability centers. You back up 
something to one center once, and we have 
service so you’ve got multiple connections 
and it is punch button simple.

In our world, the data centers get 
spread out. They are no longer the indi-
vidual locations. We are pushing content 
closer to the edge, closer to the eyeball, 
and with that we are spreading out con-
nectivity to millions and millions, if  not 
billions of devices and having a clear and 
concise way of securing communication. 
It is something we don’t have a great 
handle on yet, but it is becoming more 
and more what we have to do.

Many of our cloud customers, folks in 
the Bitcoining business, folks in the ana-
lytics business, folks in the data platform 
business, go to block chain as a service 
and are using it to help improve opera-
tional fortitude around data protection. 

I bring that up is you may have a solid 
group of IT folks that may be very in-
terested in information security, and the 
cost of a few courses for them to come 
up to speed is a hell of a lot less than 
what incident response will be for you in 
the long run. 

Due diligence: There are a lot of people 
who own businesses, who own technology 
and don’t know how to use it and how it is 
used in their business. I think it is import-
ant to come up to speed for that, because 
that is essentially the weapon you’ll have 
to defend yourself. That is important, 
because there is no law enforcement out 
there right now who will protect you from 
the attackers that will attack you.

On a proactive basis I recommend you 
get away from the idea you can get by 
with an annual vulnerability assessment 
and an annual pen test. These are things 
you need to be doing all the time. You 
should be doing them monthly if  not 
even more so. It can be as easy as on the 
vulnerability side, running some sort 
of vulnerability management program 
in-house. The reason you want to do 
that is you want to discover what your 
vulnerabilities are. Obviously, the next 
thing you want to do from a proactive 
basis is mitigate them or remediate them, 
and that is very important, because it 
is those vulnerabilities that will get you 

compromised. So if  you take the pro-
active response of reducing them, you 
reduce the number of changes out there 
to compromise.

It is extremely important here. Know-
ing yourself  and knowing your weak-
nesses, that is your pen test and your 
vulnerability assessments. The next thing 
to know is who is coming after you — 
what data you have and what value it has 
to somebody. It is very important to take 
a look at what you believe is your threat 
profile. Once you have that information, 
you can be pretty well armed to come up 
with a good program.

Businesses today, organizations today, 
have to essentially be secure a hundred 
percent of the time, and your adversary 
only has to get lucky once, and they’re in. 
It is incredibly unfair, and the chances are 
that you are going to have an incident.

That is something we are seeing starting 
to take effect and being a larger piece of 
the business profile.

Compliance: You will see a lot of com-
mon themes we are talking about today. 
For us, we preach a lot about going back 
to the basics for compliance and all the 
efforts we go through from a security per-
spective, it is a check box for a lot of folks. 
If you operationalize that and use it as a 
training media and start getting people 
involved in the process and actually work 
those things, you provide at least that base 
layer so you are not a complete and total 
open target for everybody that is out there.

We live, eat, and breathe operational 
fortitude. That is part of what we do from 
a compliance perspective. In our world 
you have to do it. It is part of a prereq-
uisite to be a player in that business; but 
if  you don’t make it part of your day-
to-day and it is just something that you 
are checking a box for, it is just a piece 
of paper and it doesn’t provide any layer 
of protection whatsoever.

But as the customer you have to check 
with the provider, make sure the things 
are done very well, put checks and bal-
ances in place to make sure they are being 
addressed. We are very fortunate to host 
some of San Diego’s biggest life science 
customers, and we help provide cloud 
services. If you want to talk about highly 
regulated businesses; running health life 

science applications in the cloud, Title 
21, is real stuff. It is life and death, and 
if you can do it right by having a really 
mature operating practice and being able 
to demonstrate on a regular basis that we 
have the controls in place to provide that 
level of security and compliance for those 
levels of applications; if your provider can 
do that, you have somebody you can trust. 
If you can’t, ask a lot of questions. Don’t 
be afraid to push back a little bit and make 
sure they have the chops to help you keep 
those apps secure in the cloud.

You must take the time to sit down and 
you check the box from a compliance 
perspective, but building internal prac-
tices around those things so they become 
part of culture, so they become part of 
everyday life. I think that is a great best 
practice to engage in a lot of businesses. 
You make the plans, put them in practice. 
Exercise them a little bit. Your businesses 
will be better off  for it.

SDBJ FORUM: CYBERSECURITY 2017

Thank You to our Sponsors

Chris Orlando, Co-founder & CSMO, 
ScaleMatrix

We live, eat, and breathe 
operational fortitude. That is part 
of what we do from a compliance 
perspective. In our world you 
have to do it. It is part of a 
prerequisite to be a player in that 
business...

Businesses today, organizations 
today, have to essentially be 
secure a hundred percent of 
the time, and your adversary 
only has to get lucky once, and 
they’re in. It is incredibly unfair, 
and the chances are that you are 
going to have an incident.

James Mapes, Director of Cyber Security 
Practice, TBConsulting

Cyber Center 
of Excellence
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Protecting Your Company from the Outside and the Inside

Justine Phillips of Sheppard Mullin 
spoke about recent trending threats, the 
importance of insurance protection, proper 
budgeting for the correct services, and 
the critical need to prioritize security in 
internal company cultures.

Current threats: Things that have been 
keeping me up lately are ransomware 
attacks, phishing for W-2 and wire trans-
fers. Spoofed email accounts have been a 
real problem. The less fun part is seeing 
the fallout and the very real business 
consequences that happen as a result of 
some of these preventable attacks. The 
first two quarters of the year for W-2 
attacks is really high. Those are January 
to around April and May, because they 
want us to take that data and submit tax 
returns on behalf of all of the employees.

Another current issue today is the 
M&A process. Cyber diligence and fig-
uring out whether or not your intellec-
tual property that you are trying to sell 

for hundreds of millions of dollars has 
already been breached and is being made 
somewhere else for a lot cheaper. So that 
is a huge issue. If you have any hope to sell 
a company, just be thinking about that.

Contracts, insurance and indemnifica-
tion: Take a look at those agreements you 
have with vendors who may be housing 
your data or transmitting or accessing 
your system. Look for two things: Look 
for an indemnity provision, and see if  
it indicates who is going to be on the 
hook when it is a breach of your client 
or employee data; and number two is ask 
them to be an additional insured on their 
insurance policy. They will have great 
insurance coverage. It costs you noth-
ing, and I have been seeing an up tick in 
companies who have been allowing that.

You also can be liable for a vendor er-
ror. So make sure anytime you are provid-
ing sensitive information, it has a social 
security number that is encrypted along 
with payroll information that has em-
ployee information in combination with 
date of birth. Anytime you are providing 
information out or you are allowing ac-
cess in, make sure those agreements with 
those vendors are solid. Make sure there 
is indemnity. It is really clear. Maybe they 
have an instant response plan. Ask to see 
theirs. Maybe adopt theirs.

Part of the problem is we don’t have 
a single rule of law that governs all per-
sonally identifiable information. That is 
a state-by-state analysis. And if  you are 
maintaining data on folks in all 50 states, 
then you have to comply with those reg-
ulations and laws in all 50 states. That’s 
very difficult for companies.

Insurance is a great risk mitigation 
tool. If  you go through the application 

portion of a cyber policy, you’ll reme-
diate a lot of the risks and problems, 
because they ask you the right questions. 
They ask you: Do you have an instant 
response plan? What type of data are 
you maintaining? How many consumer 
records do you have? It is a great checklist 
to walk through with your key stakehold-
ers who know the answers.

Budgeting and prioritizing security: 
My best advice to give, as a starting 
point, is to convene that cyber committee 
within your organization. Go through 
the checklist, whether it is an insurance 
policy or some other checklist, and start 
doing a cost benefit analysis. It might 
not make sense to do monthly vulner-
ability scans or pen tests, but it might 
make sense to at least know what your 
baseline is if  you have never done it. 
Understanding what data you have, and 
really starting to have conversations such 
as do we need insurance? Can we afford 
insurance? Let’s talk about our broker. 
Have monthly meetings, bring in lunch, 
know and educate your fellow co-workers 
around the subject of cyber. I think a lot 
of things flow from that.

And when you start having those con-
versations with the right stakeholders in 
the room, from the top down, you need 
the information security people, HR peo-
ple on policies. You need to understand 
who your team is going to be. You need to 
have the controller or somebody from fi-
nance, because you’re going to ultimately 
need money. But you need to understand 
at the end of the day what is going to ruin 
your business if  it is breached, and how 
can you look at security as more than 
just a cost center.

A lot of  businesses have so many 

things to be spending money on. And 
security is one of those. How important 
is it? Is it going to ruin my business if  
I’m breached? I think most people have 
a fixed mindset in thinking, “I don’t 
understand it.” 

I see part of the problem being the 
inability for people who are not com-
puter-minded or literate thinking that 
anything related to a computer must be 
the computer guy’s job, and they have 
got security because I have no idea what 
I’m doing or talking about. I also don’t 
see a lot of vendors accepting account-
ability and responsibility for their own 
deficiencies in being proactive and telling 
folks, “Hey, this is not something that I 
really do.”

Training your employees is your great-
est line of defense as well as the culture 
we were talking about, “Hey, we don’t 
want you to click on the dancing cat. 
The dancing cat is bad. We know it is 
funny, but please don’t do that.” Or de-
veloping some policies that say you can’t 
check your personal email from your 
workstation, or you can’t have a BYOD 
connecting to our system unless you have 
certain security protocols in place.

Justine Phillips, Special Counsel, Sheppard 
Mullin

Another current issue today 
is the M&A process. Cyber 
diligence and figuring out 
whether or not your intellectual 
property that you are trying to 
sell for hundreds of millions 
of dollars has already been 
breached and is being made 
somewhere else for a lot 
cheaper. 
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defensive capabilities. But, as individual 
citizens we have zero ability to do any 
kind of defensibility without running 
afoul of our law enforcement.

This is not the case in China. You are 
not going to be a Chinese citizen and 
go hack the Chinese government. You 
are not going to last very long if  you 
do that. But if  you have any kind of 
skills, the Chinese government is going 
to recruit you.

In Russia you have the combination 
of the oligarchs, organized crime, and 
the Russian government. They are all in 
cahoots. The Russian government doesn’t 
care if the Russian criminal organizations 
are happening. They love the fact that 
this is a breeding ground for them to 
develop.

We are trying to develop our defense 
systems on the up-and-up over here 
with the universities and other things 
and keeping people on the clean side of 
the law.So in those we are behind them. 
It doesn’t mean we aren’t going to pass 
them up as America does in many, many 
cases, but they are not bound by the rule 
of law the way we are. So when it comes 
to doing criminal acts, they are perfectly 
happy to let their citizens do criminal 
acts and then recruit them. They will 
find the best hackers and bring them to 
the government.

UPCOMING  
SPECIAL  
REPORTS
Apr. 24 East County

May 1 Craft Beer

May 8 IP and Trademarks

May 15 Health Care Quarterly

May 22 Technology

May 29 Commercial Real Estate

June 5 South County

June 12 Structures

June 19 Public Companies

June 26 Banking and Finance

from page 32
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A packed room of close to 200 busi-
ness executives heard experts from the 
multifaceted world of cybersecurity at 
San Diego Business Journal forum. The 
event, part of an ongoing popular series, 
was held on Thursday, April 6, at Para-
dise Point Resort & Spa. The morning 
featured insights into the latest threats 
and most effective defenses available for 
businesses in the ever changing digital 
arena. 

Support for the forum included title 
sponsor Cox Business, gold sponsors 
ESET North America, ScaleMatrix, 
Sentek Global Inc., TBConsulting; table 
sponsor Proficio; and in association with 
the Cyber Center of Excellence.

CYBER
S a n  D i e g o  B u s i n e s s  J o u r n a l

security 2017
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Photos by Bob Thompson, Fotowerks. Additional photos from the event are at the following link: http://fotowerkssd.smugmug.com. 
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