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CYBERSECURITY

W
ith hundreds of thousands more employees working from home, and devices containing sensitive 
data leaving offices and entering homes at an exponential rate, data security concerns have exponentially 
increased.  

Corporate cybersecurity breaches becoming more and more commonplace, and with threats and fines 
mounting as we become increasingly reliant on cloud-based computing and other online innovations, cybersecurity 
has become more important than ever. 

While tools to prevent breach incidents have become more sophisticated, so have the methods of the hackers 
and cybercriminals. 

This special supplement to the San Fernando Valley Business Journal collects some guest articles and news exploring 
the latest trends and tips to keep our businesses and our customers safe from cyber-attacks, hacks and breaches.

031-34_sfvbj_CYBERsupp.indd   31031-34_sfvbj_CYBERsupp.indd   31 6/3/21   12:21 PM6/3/21   12:21 PM



SPOTLIGHT ON CYBERSECURITY

32   SAN FERNANDO VALLEY BUSINESS JOURNAL – CUSTOM CONTENT    JUNE 7, 2021

According to recent findings by Proofpoint, 
cybercriminals are seizing on coronavirus 
fears by using online scams to extract 

internet users’ personal and financial informa-
tion. These scams – sent through email, texts 
or social media – claim to provide coronavirus 
awareness, sell virus prevention products and/
or may ask for donations to a charity. They can 
often appear to be from a legitimate organiza-
tion or individual, including a business partner 
or friend.

“Year round, the National Cyber Security 
Alliance encourages everyone to be safe and 
secure online,” said Kelvin Coleman, NCSA’s 
executive director. “However, during times 
of national hardship, such as the coronavirus 
outbreak, bad actors increase their fraudulent 
activities. As such, we urge everyone to be 
extra vigilant against online scams, including 
phishing and malware, that are more prevalent 
in times like these.”

NCSA offers these tips to avoid being a 
victim of these scams:

• Don’t reveal personal or financial infor-
mation in an email, and do not respond to 
email solicitations for this information. This 
includes following links sent in email.

• Pay attention to the website’s URL. 
Malicious websites may look identical to a 
legitimate site, but the URL may use a vari-
ation in spelling or a different domain (e.g., 
.com versus .net).

• If you are unsure whether an email 
request is legitimate, try to verify it by con-
tacting the company directly. Contact the 
company using information provided on an 

account statement, not information provided 
in an email. Check out the Anti-Phishing 
Working Group (APWG) to learn about 
known phishing attacks and/or report phishing.

• Keep a clean machine. Keep all software 
on internet-connected devices – including 
PCs, smartphones and tablets – up to date to 

reduce risk of infection from malware.
Additionally, as more employees are 

working from home due to the coronavirus 
outbreak, NCSA urges companies to establish 
security policies and guidelines for remote 
workers and train them on these policies and 
the company’s expectations. Companies should 

also have a clear process for reporting any IT 
issues for remote workers so they know who to 
turn to for support.

NCSA recommends the following tips for 
employees working remotely on how they can 
stay safe online when using company devices:

• Connect to a secure network and use 
a company-issued Virtual Private Network 
to access any work accounts. Home routers 
should be updated to the most current software 
and secured with a lengthy, unique passphrase. 
Employees should not be connecting to public 
WiFi to access work accounts unless using a 
VPN.

• Separate your network so your company 
devices are on their own WiFi network, and 
your personal devices are on their own.

• Keep devices with you at all times or 
stored in a secure location when not in use. 
Set auto log-out if you walk away from your 
computer and forget to log out.

• Limit access to the device you use for 
work. Only the approved user should use the 
device (family and friends should not use a 
work-issued device)

Regardless of where you are, NCSA urges 
all internet users to stay safer and more secure 
online by updating software on all devices 
(including antivirus and firewalls) backing up 
data, enabling multi-factor authentication and 
having strong, lengthy passphrases for each 
online account.

For more information and tips on how to stay safe 
online, visit NCSA at staysafeonline.org.

Best Cybersecurity Practices for Remote Workers

Security and risk management leaders must 
address eight top trends to enable rapid rein-
vention in their organization, as COVID-

19 accelerates digital business transformation 
and challenges traditional cybersecurity practic-
es, according to Gartner, Inc.

In the opening keynote at the Gartner Secu-
rity & Risk Management Summit taking place 
virtually in APAC last month, Peter Firstbrook, 
research vice president at Gartner, said these 
trends are a response to persistent global chal-
lenges that all organizations are experiencing.

“The first challenge is a skills gap. 80% of 
organizations tell us they have a hard time find-
ing and hiring security professionals and 71% say 
it’s impacting their ability to deliver security proj-
ects within their organizations,” said Firstbrook.

Other key challenges facing security and risk 
leaders in 2021 include the complex geopoliti-
cal situation and increasing global regulations, 
the migration of workspaces and workloads off 
traditional networks, an explosion in endpoint 
diversity and locations and a shifting attack 
environment, in particular, the challenges of 
ransomware and business email compromise.

The following top trends represent busi-
ness, market and technology dynamics that are 
expected to have broad industry impact and 
significant potential for disruption.

TREND 1: CYBERSECURITY MESH
Cybersecurity mesh is a modern security 

approach that consists of deploying controls 
where they are most needed. Rather than every 
security tool running in a silo, a cybersecurity 
mesh enables tools to interoperate by providing 
foundational security services and centralized 
policy management and orchestration. With 

many IT assets now outside traditional enter-
prise perimeters, a cybersecurity mesh archi-
tecture allows organizations to extend security 
controls to distributed assets.

TREND 2: IDENTITY-FIRST SECURITY
For many years, the vision of access for 

any user, anytime, and from anywhere (often 
referred to as “identity as the new security 
perimeter”) was an ideal. It has now become 
a reality due to technical and cultural shifts, 
coupled with a now majority remote workforce 
during COVID-19. Identity-first security puts 
identity at the center of security design and 
demands a major shift from traditional LAN 
edge design thinking.

“The SolarWinds attack demonstrated that 
we’re not doing a great job of managing and 
monitoring identities. While a lot of money and 
time has been spent on multifactor authenti-
cation, single sign-on and biometric authenti-
cation, very little has been spent on effective 
monitoring of authentication to spot attacks 
against this infrastructure,” said Firstbrook.

TREND 3: SECURITY SUPPORT FOR 
REMOTE WORK IS HERE TO STAY

According to the 2021 Gartner CIO Agenda 
Survey, 64% of employees are now able to work 
from home. Gartner surveys indicate that at least 
30-40% will continue to work from home post 
COVID-19. For many organizations, this shift 
requires a total reboot of policies and security 
tools suitable for the modern remote workspace. 
For example, endpoint protection services will 
need to move to cloud delivered services. Secu-
rity leaders also need to revisit policies for data 
protection, disaster recovery and backup to make 

sure they still work for a remote environment.

TREND 4: CYBER-SAVVY 
BOARD OF DIRECTORS

In the Gartner 2021 Board of Directors 
Survey, directors rated cybersecurity the sec-
ond-highest source of risk for the enterprise 
after regulatory compliance. Large enterprises 
are now beginning to create a dedicated cyber-
security committee at the board level, led by 
a board member with security expertise or a 
third-party consultant.

Gartner predicts that by 2025, 40% of boards 
of directors will have a dedicated cybersecurity 
committee overseen by a qualified board mem-
ber, up from less than 10% today.

TREND 5: SECURITY VENDOR 
CONSOLIDATION

Gartner’s 2020 CISO Effectiveness Sur-
vey found that 78% of CISOs have 16 or more 
tools in their cybersecurity vendor portfolio; 
12% have 46 or more. The large number of 
security products in organizations increases 
complexity, integration costs and staffing 
requirements. In a recent Gartner survey, 80% 
of IT organizations said they plan to consolidate 
vendors over the next three years.

“CISOs are keen to consolidate the number 
of security products and vendors they must deal 
with,” said Firstbrook. “Having fewer security 
solutions can make it easier to properly config-
ure them and respond to alerts, improving your 
security risk posture. However, buying a broader 
platform can have downsides in terms of cost 
and the time it takes to implement. We recom-
mend focusing on TCO over time as a measure 
of success.”

TREND 6: PRIVACY-ENHANCING 
COMPUTATION

Privacy-enhancing computation techniques 
are emerging that protect data while it’s being 
used — as opposed to while it’s at rest or in 
motion — to enable secure data processing, shar-
ing, cross-border transfers and analytics, even in 
untrusted environments. Implementations are 
on the rise in fraud analysis, intelligence, data 
sharing, financial services (e.g. anti-money laun-
dering), pharmaceuticals and healthcare.

Gartner predicts that by 2025, 50% of large 
organizations will adopt privacy-enhancing com-
putation for processing data in untrusted envi-
ronments or multiparty data analytics use cases.

TREND 7: BREACH AND 
ATTACK SIMULATION

Breach and attack simulation (BAS) tools 
are emerging to provide continuous defensive 
posture assessments, challenging the limited vis-
ibility provided by annual point assessments like 
penetration testing. When CISOs include BAS 
as a part of their regular security assessments, 
they can help their teams identify gaps in their 
security posture more effectively.

TREND 8: MANAGING 
MACHINE IDENTITIES

Machine identity management aims to 
establish and manage trust in the identity of a 
machine interacting with other entities, such 
as devices, applications, cloud services or gate-
ways. Increased numbers of nonhuman entities 
are now present in organizations, which means 
managing machine identities has become vital.

Additional information is available at gartner.com.

Top Security and Risk Management Trends for 2021
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It’s tough being an employer. That’s why when it comes 
to labor and employment law, smart companies turn to 
Ballard Rosenberg Golper & Savitt, LLP, the law firm 
for employers. 

We do only one thing: labor and employment law for 
employers. We represent clients facing complex employ-
ment law issues and disputes nationwide, including 
some of the largest and most well-known companies in 
America. In the labor arena we negotiate and adminis-
ter union contracts and defend management rights. 
From educating your staff and preparing policies and 
procedures, to getting the most contentious workplace 
dispute resolved, we deliver the labor & employment 
law tools you require to succeed. With over 200 years of 
collective experience representing management, we 
know what it takes to get the job done right. 

Learn more at BRGSLAW.COM.

brgslaw.com • 818.508.3700

The Law Firm for Employers

The right tool 
to get the job 
done.

Analyzing the cyber threats of Q4 2020, Pos-
itive Technologies specialists have revealed 
an increase in the number of attacks aimed 

at the trade industry and medical institutions 
around the world. Another feature of Q4 was 
the increase in the number of social engineering 
attacks on individuals. 

Throughout 2020, experts observed a quar-
terly increase in the number of cyber incidents, 
and Q4 was no exception. The number of 
attacks increased by 3.1% compared to Q3; and 
grew by 42.2% compared to the same period in 
2019. The previously noted trend of switching 
from social engineering to hacking methods in 
attacks on organizations strengthened in Q4. On 
the contrary, in incidents affecting individuals, 
experts recorded a surge in the use of social engi-
neering techniques, with the share of this meth-
od increasing from 67% in Q3 to 85% in Q4.

According to the report, Cybersecurity 
Threatscape: Q4 2020, the number of attacks on 
the trade industry increased by 56% compared 
to Q3 and is the highest level seen in the past 
two years. About a third of the incidents in this 
area were committed by ransomware operators, 
as, for example, in the case of the attack on 
E-Land, a South Korean retailer. In one out of 

five attacks on retailers, criminals placed web 
skimmers on hacked store websites.

“Most often, during attacks on the trade 
industry, cybercriminals steal payment card 
data,” said Yana Yurakova, an analyst at Positive 
Technologies. “For example, in Q4, its share 
among all stolen information was 33%. The sec-

ond most popular target is customers’ personal 
data (27%) and third is credentials (20%).”

Pharmaceutical companies involved in the 
production and supply chain of the COVID-19 
vaccine, such as Fareva, Dr Reddy’s, and John-
son & Johnson have also come under a multi-
tude of attacks. Criminals not only try to steal 

intellectual property and disrupt production, but 
also continue to exploit ordinary people›s inter-
est in vaccines. According to Positive Technol-
ogies’ research, in Q4 about 40% of all phishing 
emails concerning the pandemic were related to 
the COVID-19 vaccine.

In Q4 2020, the company’s analysts again 
noted an increase in the number of attacks using 
ransomware: Their share amounted to 56% 
among all attacks using malware. Most of the 
attacks were seen against medical (20%) and 
government institutions (19%), as well as indus-
trial companies (11%). Among the most pop-
ular ransomware, experts named Ryuk, REvil, 
Clop, Egregor and DoppelPaymer. 

 To protect against cyberattacks, Positive 
Technologies experts, first of all, advise adhering 
to the general recommendations for ensuring 
both corporate and personal cybersecurity. To 
make it easier to identify and eliminate infra-
structure flaws, experts recommend creating an 
automated vulnerability management process. 
In addition, it is advised to use modern security 
tools, including web application firewalls, net-
work traffic analysis tools, and SIEM systems. 
To prevent attacks related to sending malware 
by email, the company’s experts recommend 
checking attachments in a sandbox, a special 
virtual environment designed to analyze the 
behavior of files.

Information for this article was provided by Positive 
Technologies, a leading global provider of enterprise 
security solutions for vulnerability and compliance 
management, incident and threat analysis, and appli-
cation protection. Learn more at ptsecurity.com.

Number of Attacks on Trade Enterprises Increases
Report shows that the number 
of attacks on the trade industry 
increased by 56% in Q4 compared to 
Q3 and is the highest level seen in 
the past two years
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Earlier this year, Bloomberg Law announced 
the availability of its 2021 Outlook on 
Privacy & Data Security, a compendium of 

news, analysis, practitioner perspectives, and 
Practical Guidance that explores the complex 
issues businesses need to stay on top of, includ-
ing Schrems II, the California Consumer Pri-
vacy Act (CCPA) and the follow-on Califor-
nia Privacy Rights Act (CPRA), and Europe’s 
GDPR. The 30-plus page Outlook report is 
accessible for complimentary download at onb-
law.com. 

Among the topics explored in the 2021 
Outlook on Privacy & Data Security include:

• A collection of articles from Bloomberg 
Law’s privacy & data security reporting team 
covering the recent cyberhack of the U.S. 
federal courts filing system, whether wiretap-
ping laws cover workplace teleconferences and 
online meetings such as those via platforms 
like Zoom, and the sweeping changes to Cal-
ifornia’s privacy laws with the passage of the 
CPRA.

• Analyst pieces that lay out the CPRA’s 
applicability and implementation timeframe, 
the potential impact of the Schrems II judg-
ment on the sharing of intelligence informa-
tion among longtime allies, and GDPR’s per-
formance, two-and-a-half years post-rollout.

• Practitioner perspectives that address 
what to watch for in healthcare privacy and 
a country-by-country look at lessons learned 
from enforcement actions taken by the EU’s 
data protection authorities.

• Practical guidance to help legal profes-
sionals navigate cross-border data transfer and 

international data privacy compliance in the 
wake of Schrems II, and a detailed checklist to 
help businesses understand the CCPA’s require-
ment for notice at collection.

“In the United States and in Europe, there 
was no slowing down privacy regulators in 

2020, and that’s why legal professionals turn 
to Bloomberg Law to help them prepare for 
the many changes they must comply with in 
2021,” said Joe Breda, President, Blomberg 
Law. “There is no indication that the pace of 
change will be any less frenetic this year and 
our clients can continue to rely on us for up-to-

the-minute news and insightful analysis that 
will keep them on top of the newest federal, 
state, and international laws and regulations.”

Information for this article was provided by 
Bloomberg Law. For more information,  
visit pro.bloomberglaw.com.

Report Sheds Light on Top Privacy Issues
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