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W
ith the unique and uncharted challenges we have faced so far in 2020, business owners,  
CTOs and other IT specialists have found themselves faced with a whole new perspective on technology. The 
economic climate has forced companies to make changes to the way they do business and to the way they 
approach how they use and manage devices, IT systems, hardware and software. In many cases, good tech and 

electronic applications have become a lifeline to keeping businesses operational. 
To help provide some insight into some of the most pressing tech-related questions coming from businesses of 

all sizes, the Los Angeles Business Journal has assembled this collection of guest articles from some of the regions; 
leading experts, as well as some other solution-minded content that all serve as a reminder of the huge role innovative 
technology plays in business today.
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USC Viterbi is reaching
new heights.

“SPACE OR NOTHING”

USC Viterbi is reaching new heightsOn April 21, 2019, USC’s Rocket Propulsion Lab launched the first rocket to 
pass the Kármán line into outer space. It was only the beginning. 

By DAVID LAM, CISSP, CPP

We get it, you reacted quickly to respond to 
COVID. You learned about how COVID 
spreads, how to protect yourself and your 

family from getting sick, and how to keep your 
business afloat. Now we are in an emerging new 
normal and it’s time to reevaluate what was 
done from a technology and information securi-
ty perspective to ensure that the quick decisions 
you had to make are safe and reasonable.

Personally-owned computers, including 
laptop and desktop machines, can be very 
dangerous when used to connect to your com-
pany’s systems; these policies that allow usage 
of personal devices are commonly known as 
BYOD (Bring Your Own Device). Small and 
medium-size businesses often implement these 
policies without understanding the significant 
risk.

There’s a basic truth of personal computer 
security. If a hacker gets into your personal 
computer and you use that computer to access 
work systems, a hacker can access those work 
systems. Add this fact to the rising instances of 
cybercrime since the beginning of the COVID 
pandemic. The FBI’s Cyber Division reported in 
April that cyber complaints have increased at 
least 300% over the previous few months. Now 
you have a recipe for disaster. 

This is a really inconvenient reality. When 
someone manages a personal computer with 
security practices required for an organization 
to be in a defendable position, they have to tell 
the computer’s owner (their team member) that 
they can’t install whatever they want on it, they 

can’t go wherever they want on the web, and 
they must perform certain maintenance activi-
ties on their machine. That all works well when 
it’s a corporate machine, but it can make people 
mad when they can’t play games or install video 

editing software on a machine they paid for.
Here are some common myths and the hard 

truths about using personally owned computers 
for work. 

Myth: Anti-malware will protect us. 
Truth: Anti-malware misses lots of malware, 

and even if you specify that your employees 
need to install anti-malware software, how do 
you know they’ve done so or that its’s work-
ing properly? Those users may not install the 
software at all, install it incorrectly, or not 
install updates to catch the latest iterations of 
malware. And those updates matter; in case you 
didn’t know, current estimates of new versions 
of malware range between hundreds of thou-
sands to over a million per day.

Myth: Virtual Private Networking (VPN) will 
protect us. 

Truth: VPN, a secure way of connecting to 

your corporate network, will not protect you 
if the machine has been hacked. Remember, 
if a hacker owns your machine, a hacker can 
see everything you do, including typing in your 
password. The hacker can also get right into 

your corporate network. 
Myth: All of our stuff is in the cloud, so  

we’re safe. 
Truth: Once again, if a hacker has full 

control of your machine, a hacker has access to 
everything you do.

Myth: Multifactor authentication will  
protect us. 

Truth: Multifactor authentication, where 
you enter a code or approve a login access from 
your phone or other device, is an excellent 
additional security measure. However, and I 
know I may sound like a broken record, the 
hacker can do whatever the hacker wants once 
your machine has been taken over. The Zeus 
Trojan, for example, created in 2008 to steal 
money from bank accounts, has the ability to 
get around multifactor authentication.

Myth:  Mobile Device Management (MDM) 

software will ensure that the systems our users bring 
to work are secure. 

Truth: This can be true in some cases. How-
ever, in most cases, we find the security and set-
tings inadequate to ensure that your system will 
protect your company and keep your computer 
owners happy. If you have adequate controls to 
protect the personal computer and your company, 
the person who owns the computer is not going 
to be very happy about what they cannot do.

CUT TO THE CHASE: WHAT TO DO
The good news is there are numerous 

cost-effective solutions to solving the per-
sonally-owned computer/BYOD problem. 
In the long term, providing your team with 
laptops rather than desktop machines can be 
a straightforward solution. Depending on your 
security needs, properly secured tablets or lim-
ited use laptops, such as Chromebooks, allow 
for security at a reasonable cost point. All of 
these decisions should be made in consultation 
with your subject matter experts; however, I 
strongly suggest that you also fact check your 
expert against our myths to make sure that 
they truly understand the risk at hand.

David Lam is a partner at Miller Kaplan. For 
more than 30 years, he has been managing 

information for small 
and medium businesses 
including custom software 
development, systems 
management, and 
information security. Learn 
more at MillerKaplan.com. 

Using Personal Machines is High Risk

There’s a basic truth of personal computer security. If a hacker gets 
into your personal computer and you use that computer to access work 

systems, a hacker can access those work systems. 
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By CHANT VARTANIAN

The glass is always full, but the air in the 
upper half counts too. Crises make the 
political, economic, and social climates 

volatile, vulnerable, and vital consumer 
focal points. Same goes for the technological 
climate. As businesses have pivoted to 
retain a resilient society, adapting current 
technological resources, as well as creating new 
ones, are a byproduct of COVID-19’s obstacles. 
The cyclical impact of invention as a crisis 
management tool, as seen with Uber during 
the 2008 recession and the e-shopping surge 
during the 2002 SARS outbreaks, forecasts 
an expansive technological boom in the 
upcoming years. 

Navigating the cultural discussion to 
mitigate global panic requires a keen sense 
of damage control that expedites the digital 
landscape as both a means and ends of socio-
economic problem-solving. NYU Stern School 
of Business Professor Scott Galloway suggests 
(and I agree) viewing COVID-19 as an 
accelerant as opposed to a change agent, this 
can already be seen through the rapid shift to 
remote work/learning, online entertainment, 
and telehealth tools. This digital readiness 
as an economic reaction may pose long-term 
solutions to pre-COVID problems seen in the 
physical workplace. 

Now that grocery shopping, school, and 

even healthcare exist online, the longevity 
of these solutions relies on the evolution of 
cloud and cloud supporting infrastructure. 
Various companies have adopted cloud 
resources as an experimental transition towards 
continuing the work/life balance dynamic. 
Most professionals are realizing success is a 
byproduct of manipulating “adult” time, which 
has never been done on a global scale until 
now. 

The new work-from-home paradigm 

is quickly redefining the traditional office 
infrastructure by introducing benefits to 
both employees and employers. As remote 
work has steadily increased throughout 
various work climates, many companies 
have adopted the practice as part of their 
company culture. This new office format has 
been gradually demanded by employees as a 
means of proliferating productivity and has 
been proven as efficient in various industries. 
The ample advantages of working from 

home, from creating a flexible schedule to 
heightened focus to family balance, are a result 
of proper telecommunications and department 
management. As many quotidian work tasks 
can be done remotely, modern businesses 
invest time and money in developing the right 
WFH protocols to suit their employees and 
production.

COVID-19 is the millennial’s Darwinism, 
and now survival exists in the reboot of the 
human/technology dynamic. The “we are 
all in it together” mentality has become a 
more palatable concept towards a healthier 
office, higher productivity levels, and improved 
quality of work. Leveraging technology tools to 
improve the quality of life of employees while 
nurturing safe and secure WFH procedures.  
The life-threatening spread of this pandemic 
is beyond abysmal, and I’m proud to witness 
the rapid and valiant global efforts of this 
human community.   But, the inevitability of 
reinvention has helped us understand time as 
a finite resource in both business and life, and 
the current COVID-19 climate has given us the 
corporate silver-lining we’ve been asking for. 

Chant Vartanian is  
chief strategy officer, 
chairman and founder  
of M-Theory Group. 
Learn more at 
mtheorygroup.com. 

WFH, WTF? Our World Beyond the  
Pandemic is Alright 
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AMAG, INC.   Since 1994 
An Affiliate of A-Mark Financial Corporation Since 1965

Loans made pursuant to Department of Business Oversight California Finance Lenders License

For a confidential discussion call:
Chad Wehba

(310) 260-0315
chad@amarkfinancial.com

Have assets that your  
bank won’t lend on... 

or won’t lend on in time?

We make asset-based loans in the $500K  
to $5M range, and have for many years.
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By RIYA ANANDWALA 

The Consumer Technology Association 
(CTA) Foundation has awarded 
$700,000 in grants to 21 organizations 

supporting the lives of seniors and people 
with disabilities through technology. First 
time grantees include Helen Keller National 
Center, American Printing House for Blind 
and Code of Support Foundation. 

“During this pandemic, we see the power 
of innovation in many different facets of 
life and its impact on a variety of people,” 
said Steve Ewell, executive director, CTA 
Foundation. “By recognizing the work of these 
great organizations, we are strengthening our 
commitment to the role technology plays in 
improving the lives of older adults and people 
with disabilities.”

Established in 2012, the CTA 
Foundation is a public, national foundation 
with the mission to link people with 
disabilities and seniors with technologies to 
enhance their lives. This year, the Foundation 
will support the following 21 groups:

• American Printing House for the 
Blind: The VisionConnect initiative will 
provide resources for people new to vision loss 
through an app, website, hotline and other 

materials.
• Code of Support Foundation: The 

Foundation’s PATRIOTlink resource database 
enables services members, veterans, caregivers 
and social service professionals to identify the 
benefits and services they are eligible for.

• F.Y.Eye: The digital community 
advertising platform will enable nonprofits to 
reach seniors and people with disabilities in 
New York.

• Institute for Human Centered 
Design: The institute will support creation 
of accessible and interactive experiences in 
the Smithsonian Latino Center’s inaugural 
exhibition.

• ITNAmerica: The group will support the 
systems of a national nonprofit transportation 
network for older adults and people with 
vision loss.

• Lighthouse for the Blind and Visually 
Impaired: The Access Tech Immersion Pilot 
program will bring in participants from 
around California for a multiday immersive 
training on technology solutions to assist with 
daily activities.

• Lutheran Services in America: The 
Remote Caregiver program uses tablets and 
other technology to help caregivers and older 
adults in rural communities and promote 

social connection and independent living.
• Helen Keller National 

Center: Technology training for professionals 
working with people who are deaf and blind 
as well as older adults who are losing their 
vision and hearing.

• The Filomen M. D’Agostino Greenberg 
Music School: The music school for the blind 
offers assistance to everyone from students 
to recreational singers to professionals using 
assistive musical technology.

The foundation will continue 

supporting previous grantees: AARP 
Foundation, Benetech, Byte 
Back,CareWheels, Code of Support 
Foundation, Cyber-Seniors, Front Porch, 
Easter Seals Greater Houston, MAB 
Community Services, Oak Hill, Older Adults 

Technology Services (OATS), South Florida 
Institute on Aging  and The Arc of the 
United States.

Riya Anandwala is director of industry 
communications for the Consumer Technology 
Association. Learn more at CTA.tech. 

CTA Foundation Awards $700,000 to Address  
Social Isolation and Improve Lives with Technology

Cyber risks are perpetually evolving and 
growing. Data breaches cost enterprises 
an average of $3.92 million.1 Automated 

data breaches are increasing in both accura-
cy and approach. Unfortunately, Artificial 
Intelligence (AI), Machine Learning (ML), 
and advanced technologies aren’t exclusive to 
“white hats”. Bad actors are not only taking a 
savvy technical approach at breaches through 
AI and ML, they are also incorporating psy-
chology and human-to-human interaction. 
They prey on national and/or global emergen-
cies as an emotional way to convince a user to 
“click-through” and penetrate systems. 

As organizations respond to the ongo-
ing COVID-19 pandemic – shifting staff to 
at-home work environments – many com-
panies are coming to terms with the phrase 
“New Normal.” Whether this is a full-time 
shift to work-from-home or a hybrid model, 
IT leadership is faced with important added 
vulnerabilities.

One of the highest risks in breach trends is 
initiated through email phishing techniques. 
Email attacks are becoming increasingly more 
sophisticated, exploiting a sense of urgency 
and evading even some of the most advanced 
gateway security tools. A recent statistic cited 
that 94% of malware is delivered via email. 
Phishing attacks (as a whole) account for 
more than 80% of reported security incidents.1 
Therefore, providing robust security awareness 
training and exercises for employees is criti-
cal; even more so during this “New Normal.” 
Additionally, leveraging AI to detect and 
respond to these new types of attacks will 
elevate your security into an AI versus AI 

scenario.
Theft of employee login credentials is also 

on the rise. Machine learning has become 
essential to provide “end user and entity 
behavior analytics” (UEBA). Mitigating risk 
with AI-powered technologies, designed to 
distinguish “normal behavior” vs. abnormal 
access to corporate devices or file shares is 
essential.

The scenarios above have recently been 
intensified as individual’s remote security vul-
nerabilities have significantly increased. One 
of the greater risks is presented when an end-
point is infected with ransomware/malware, 
and spreads and encrypts files within the cor-
porate network as well. Once they are in, they 
can hold your data ransom. 

Some key steps in analysis and actions 
include:

• Conduct a CIS Controls Gap Assess-
ment in order to establish best practices and a 
remediation roadmap.

• Complete external vulnerability  
assessments and penetration testing of your 
corporate perimeter.

• Leverage AI for endpoint protection 
services.

• Analyze your remote workflow  
architecture in order to mitigate risks: What 
are some of the key security impacts of VDI 
vs. Desktop-as-a-Service vs. VPN vs. other 
remote connectivity architectures? 

• Ensure firmware and patch levels are up 
to date, or at minimum, current enough. 60% 
of breaches involved vulnerabilities for which 
a patch was available but not applied.1 

• Alternate your vulnerability and  

penetration testing service providers regularly.
This will potentially uncover vulnerabilities 
not caught via your incumbent provider’s tools 
and methodologies. 

• Consider utilizing a virtual CISO to 
advance toward maximum security maturity 
with minimal cost and resource allocations.

•Additional key security assessments 
and tests may include: AI-Powered Network 
Behavior Assessment, Data Risk Assessment, 
Proof of Concept Artificial Intelligence 
Endpoint Protection, Privileged Access Risk 
Assessment, Email Security Assessment, Wi-Fi 
Assessment, Credential Web Assessment, 
Managed Vulnerability Assessment, Social 
Engineering Tests.

For more information, questions, or assistance  
in establishing best practices, contact  
Nth Generation at (800) 548-1883 or  
visit security.nth.com/labj.

Since 1991, Nth Generation has provided award 
winning, industry leading, consultative IT 
services, encompassing a suite of IT and security 
solutions. Nth boasts top tenured talent and 
expertise as well as numerous industry leading 
manufacturer partnerships. Nth’s offerings span 
IT infrastructure and advanced cyber security 
technologies, frameworks, and services. 
Learn more at security.nth.com.

1 https://www.csoonline.com/article/3153707/top-cybersecurity-facts-figures-and-statistics.html

Are the “New Normal” Security Vulnerabilities 
Keeping You Up at Night?

‘During this pandemic, we see the power of innovation in many  
different facets of life and its impact on a variety of people.  

By recognizing the work of these great organizations, we are 
strengthening our commitment to the role technology plays in  
improving the lives of older adults and people with disabilities.’
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Coronavirus-related stay-at-home orders 
have thousands of employees working 
from home offices. For some, this isn’t 

new. They’ve worked from home before. For 
others, it’s a brand new experience. Only 
essential workers are allowed to go to work in 
these states. These workers include medical 
professionals, retail workers, and sanitation 
workers.  However even prior to the COVID-

19 outbreak, 
more and more 
companies 
were allowing 
employees to 
work remotely, 

which requires unique solution for safe and 
responsible electronic recycling and IT asset 
disposition.

People are at home. When they’re not 
working, they’re clearing out old clutter. 
They’re using their laptops, tablets, computers, 
and other electronic items more often than 
normal. Items are breaking down. Older 
electronics aren’t effective for some workers, 
so companies are sending newer electronics 
to keep business flowing efficiently. These 
workers may not have the room for the 
old desktop that had to be upgraded. They 
cannot throw away electronics due to laws, 
regulations, and data concerns. They can’t 
store them, nor should they for reasons of data 
security. How can towns, cities, and businesses 
help them properly dispose of their laptops, 
phones, computers, and other electronic 
devices?

The electronics recycling industry is facing 

new challenges during COVID-19. One of 
the first things some local recycling centers 
stopped accepting was electronics. Some have 
scaled their services down to household trash 
and plastics recycling for now. If you need 
to recycle outdated or broken electronics, 
what are people supposed to do? Technology 
recycling kits are a helpful solution for 
at-home workers.

When you have remote employees 
working from homes (or even satellite offices), 
managing IT assets can become difficult.  
Leading IT and electronics asset disposition 
provider and cybersecurity-focused hardware 
destruction company ERI came up with a 
unique solution to ensure both environmental 
compliance as well as data security with its 
technology recycling kits or “box program.”

The concept makes the process simple, 
transparent and contact-free. Order one of five 
boxes or crates. Fill the box or pallet with your 
electronic items. Seal the box or pallet using 
the materials included in the kit and apply 
the postage-paid label. Call UPS to arrange 
pick-up. UPS transports your electronics to 
one of our recycling centers where the data 
is destroyed, the items are refurbished or 
shredded and resold or processed for recycling.

If an item still has value to someone else, 
ITAD and recycling specialists will wipe the 
data, fix any problems or harvest usable parts. 
If the item has no value left, the glass, plastic, 
and metals are separated, melted down, and 
reused to make new items. Both of these 
processes keep electronic items out of landfills 
or incinerators where the metals and plastics 

harm the environment.
By implementing certified safety and 

environmental protocols, ERI is able to continue 
recycling electronics and has found a way to 
make it easy for at-home employees to recycle 

e-waste through technology recycling kits. 

For more information about e-waste recycling 
and ERI, call 1-800-ERI-DIRECT or visit 
eridirect.com.

Tech Recycling Solutions for At-Home Employees

TECHNOLOGY
SPOTLIGHT

The electronics recycling industry is facing new challenges during  
COVID-19. One of the first things some local recycling centers  

stopped accepting was electronics.
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