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The Los Angeles Business Journal recently assembled a panel of industry experts to discuss how businesses can protect 
their computer systems, networks and data from theft or damage; improve loss prevention protocols; and improve 
business tech-related processes overall. As we all rely more and more heavily on technology, the importance of protecting 

data, information, and communication has never been more important. 
From common management mistakes and changes to the regulatory and legal landscape; from the impact work from 

home has had on cybersecurity to best practices in managing the latest tech, the panelists stepped up to help our audience get 
informed. Many thanks to these five thought leaders for sharing critical insights on what every business needs to know. 

Tech Talk: Cyber Security Panel

To view highlights from the virtual event, visit 

labusinessjournal.com/TechTalk

“Information security best practices and the law agree 
that responsibility starts with leadership and requires 
subject matter expertise. The unwarranted belief  
that IT is managing information security can be  
very expensive.”

David Lam, CISSP, CPP
Partner/CISO
Miller Kaplan

“As cybersecurity threats and attacks continue to 
skyrocket, both in volume and complexity, a holistic 
approach to strengthening your security posture has 
become a must!” 

Jeromie Jackson
Director of Security & Analytics
Nth Generation Computing, Inc.

“We need to break the patch and attack cycle.   
Systems should be designed for fundamental resilience 
against new attacks, rather than responding to each 
newly discovered vulnerability.”

Dr. Clifford Neuman
Director, USC Center for Computer Systems Security
Associate Professor of Computer Science Practice, 
USC Viterbi School of Engineering

“Every organization’s critical processes and core services 
are anchored in technology: email, accounts payable, 
accounts receivable, contracts and procurement. Those 
data paths must be scrutinized and protected to be 
resilient from cyber attacks.”

Timothy K. Smit
Global Privacy & Cyber Risk Consulting Leader,  
Vice President
Lockton Companies 

“When we approach cyber security today, it is important 
to consider the increasing number of state laws that 
require businesses to have ‘reasonable security’ in 
place. A business must carefully assess the personal 
information that it collects and evolving threats from 
hackers and bad actors in establishing its security 
practices. There is no ‘one size fits all’ for security.”

Timothy J. Toohey
Chair & Partner, Cybersecurity & Privacy Group
Greenberg Glusker LLP
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By KARINA B. STERMAN

W ith the all-encompassing distraction of 
keeping up with the evolving COVID-re-
lated guidance, ordinances, and regula-

tions, many employers have forgotten the other 
looming problem with a capital “C” – California 
Consumer Privacy Act (CCPA). With its mis-
leading title, many businesses believe it is only 
outward facing, toward their consumers. How-
ever, aspects of the CCPA apply inwardly to 
employees, and, nearly a year after it went into 
effect, the increased experience of remote work 
has made compliance with its mandates even 
more crucial.

WHAT DOES CCPA REQUIRE?
Generally speaking, CCPA requires busi-

nesses to disclose in a “notice at collection” the 
type of personal information it collects about 
its consumers and how that information will be 
used, including whether that information will 
be sold. “Personal information” is defined quite 
broadly to include “information that identifies, 
is related to, describes, is reasonably capable of 
being association with, or could reasonably be 
linked, directly or indirectly, with a particular 
consumer or household.”

The “notice at collection” on a website 
needs to link to the Privacy Policy and, if per-
sonal information will be sold, a link to the Do 
Not Sell page. Businesses must provide con-
sumers with a simple-to-use mechanism to opt 
out of allowing the business to use or sell that 
personal information, subject to some limited 
exceptions. Failure to comply with CCPA could 

result in civil penalties from $2,500 to $7,500, 
depending on whether the violation is inten-
tional, although such penalties are only avail-
able to California residents.

Generally speaking, a business may not deny 
goods or services, or charge a different price for 
the goods or services, if a consumer has exer-
cised rights under the CCPA. However, busi-
nesses may do the inverse and offer discounts 
and promotions to consumers who agree to 
allowing the business to collect or sell personal 
information.

The full statement of the law is set out in 
CA Civil Code Sections 1798.100 - 1798.199. 
However, the CCPA remains a slightly moving 
target in that several legislative moves have 
been made to amend the statute further. Most 
recently, on March 15, 2021, the California 
Office of Administrative Law approved further 

revisions to the law. Even before this, however, 
numerous class actions have already been filed 
alleging various violations of the CCPA and 
testing its application to non-California plain-
tiffs utilizing the services of a California business 
while in California.

DOES CCPA APPLY TO ALL  
CALIFORNIA BUSINESSES?

No. CCPA currently applies to for-profit 
businesses in California that collect consumer 
personal information and either: (a) have annu-
al gross revenue in excess of $25 million; (b) 
buy, receive for commercial purposes, sell, or 
share for commercial purposes personal informa-
tion of 50,000 or more consumers, households, 
or devices in a year (not limited to those just 
in California); or (c) earn 50% or more of the 
annual revenue from selling consumer personal 
information. However, it is important to note 
that it applies both to businesses that collect 
information on-line as well as in-person at 
brick-and-mortar locations.

DOES CCPA PROTECT  
CALIFORNIA EMPLOYEES?

Yes. “Consumer” is broadly defined in the 
statute as “a natural person who is a California 
resident” and “personal information” is “infor-
mation that identifies, relates to, describes, is 
reasonably capable of being associated with, or 
could reasonably be linked, directly or indirect-
ly, with a particular consumer or household” and 
expressly includes employment-related data.

Enforcement of CCPA by the California 
Attorney General has already commenced. 

WHAT SHOULD BUSINESSES  
BE DOING NOW?

Update, train and prepare.
• Update written policies and practices 

across all company websites that collect infor-
mation, even job applicant information. Make 
sure the privacy policy and opt-out mecha-
nisms are drafted and programmed correctly. 
And, while you’re at it, make sure your website 
complies with the Americans with Disabilities 
Act (ADA). California businesses have seen 
waves of lawsuits for ADA violations by web-
sites.

• Train employees to comply with CCPA. 
For example, while employers may have auto-
mated CCPA-compliant controls for their 
online data collection of consumer personal 
information, COVID-related safety protocols 
have crossed over into CCPA territory. Specif-
ically, many businesses are taking the tempera-
ture of their customers and visitors on premises 
before letting them in. Such information falls 
squarely in the definition of “personal informa-
tion” and must be handled appropriately so as 
not to violate CCPA.

• Prepare for the upcoming changes. In 
July of 2021, the California Privacy Pro-
tection Agency (CalPPA), the first privacy 
enforcement agency in the country of its kind, 
is expected to take over additional CCPA 
rulemaking. CCPA is not going away.

Karina B. Sterman is a partner in the 
Employment & Litigation Groups at 
Greenberg Glusker LLP. She can be 
contacted at ksterman@ggfirm.com.

CCPA: The Other Problem with a Capital “C”

Due to the COVID-19 pandemic, many 
who typically work in an office have found 
themselves performing work duties in their 

homes. This can be a potentially dangerous 
situation in terms of cybersecurity and data 
protection.  By following a few simple best 
practices, even novice remote workers can do 
their part to keep themselves and their com-
panies safe while working from home. Below, 
the cybersecurity experts at MonsterCloud 
review some work-from-home cybersecurity 
tips that will help lessen the chance that an 
employee or their company will fall victim to 
cybercrime.

COVID-19 INCREASES CYBERATTACKS
Since the pandemic began and the majority 

of people’s lives was forced online, cybercrime 
has soared. The Cyber Division of the FBI 
recently released to incredible statistics on 
what they are seeing during the pandemic. At 
one point, the division was getting up to 4,000 
complaints of cyberattacks a day. That number 
is a 400% increase from the number of com-
plaints before the pandemic started.

It is not just a U.S. issue either. The 
European-based international police organi-
zation,  Interpol reports that “with organiza-
tions and businesses rapidly deploying remote 
systems and networks to support staff working 
from home, criminals are also taking advantage 
of increased security vulnerabilities to steal 

data, generate profits and cause disruption.”
These statistics and statements both 

point to the same thing. Cybercriminals are 
taking advantage of the fact that people are 
working from home and using that to their 
advantage. They are using ransomware, phish-
ing scams, malware, and more to gain access to 
companies’ systems for profit.  

WHO ARE CYBERATTACKERS  
TARGETING?

The short answer is, ransomware attack-
ers will attack anyone with a computer and 
an internet connection without thinking twice 
about it. Big companies, small businesses, non-
profits, municipalities, and even individuals 
are all seen as potential targets. This is a crime 
designed to make the criminals money so the 
more people and organizations they attack, the 
more chances they have that their ransom will 
be paid.

That said, there are institutions that these 
criminals are attacking at a much higher rate 
and with much more intensity than others. 
Right now, because of how hectic these 
organizations are due to the coronavirus and 
how many people they have - many of whom 
are working from home - these places are 
more susceptible to attacks than others. This 
includes large, multinational companies, 
the healthcare industry, schools, and local 
governments.

RECENT ATTACKS
No one can be sure from the outside that all 

the recent, major cyberattacks are due to work-
ing at home. Only when a skilled cybersecurity 
company like MonsterCloud reviews the attack 
can the true source of the attack be found. How-
ever, the sheer increase in successful attacks 
paired with the COVID-related stay-at-home 
orders makes it a good bet that the two things 
are related.

MONSTERCLOUD REVIEWS TOP 
CYBERSECURITY TIPS

• Tip #1: Make Sure Systems are 
Up to Date

Still hitting “Remind Me Tomorrow” on that 
system update prompt the computer has been 
reminding about since the pandemic started? If 
so, it’s way past time to install any updates that 
are needed.

• Tip #2: Make Sure Anti-Virus Software
is Up to Date

The tip is to keep anti-virus software up to 
date, but that is assuming the software is being 
used. If not, stop reading this right now and go 
install one.  Anti-virus software  is the easiest 
way to protect from hackers. Like in most sit-
uations, the criminals will always be ahead of 
the people trying to stop them but anti-virus 
software will catch the majority of attacks before 
they harm the system.

• Tip #3: Watch Out for COVID-19

Phishing Scams
When MonsterCloud reviews the ransom-

ware attacks that have happened during the 
pandemic, the company has found that many 
have started with pandemic-related phish-
ing emails. These emails are designed to take 
advantage of people’s curiosity and thirst for 
knowledge about pandemic-related topics.

• Tip #4: Watch the Wireless Internet 
Whether logging onto the internet-based 

cloud or a company’s in-house servers to access 
the company’s systems, chances are people are 
using WiFi to do so. Securing WiFi is of critical 
importance when working from home. If the 
home WiFi is not password protected, that is 
something that needs to be done. If it is, make 
sure that the password is a strong password and 
not the default one the router came with. Using 
something like an address or “password1234” is 
also not a good idea.  

Cybercrime, especially ransomware is a huge 
problem right now. The global pandemic has 
forced people to work from home and criminals 
are taking advantage of this with a growing num-
ber of attacks. By following these few simple tips 
though, everyone can be better prepared to work 
from home and have less of a chance of being 
the cause of a cyberattack on their company.

Information for this article was provided by  
MonsterCloud. Learn more at monstercloud.com.

Home Office Cybersecurity Best Practices

 Aspects of the CCPA apply inwardly 
to employees, and, nearly a year 

after it went into effect, the increased 
experience of remote work has made 
compliance with its mandates even 

more crucial.
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The best 
proactive cyber 
risk protection 
program for your 
organization.

Lockton’s Global Cyber & Technology team of cyber 
brokers and advisors is dedicated to delivering 
unparalleled service and innovative programs for your 
organizational needs.

Supported by cyber claims experts, former data privacy 
and cyber security practitioners as well as legally 
qualified technicians, our global team offers a wide 
range of expertise in risk identification, protection and 
management.

The outcomes we achieve are proven: we 
have a 99% claims success rate on cyber 

related matters to date.

Our global reach ensures that our clients have access 
to the knowledge that comes from years of experience 
across multiple jurisdictions and multiple industries.

lockton.com   |  © 2021 Lockton, Inc. All rights reserved. California License No. 0F15767

LOCKTON INSURANCE BROKERS, LLC    

777 S. FIGUEROA ST., 52ND FLOOR, LOS ANGELES, CA 90017

213 689 0065

LOCKTON.COM

Relationships with more than 175 insurance companies globally

99% claims success rate on cyber related matters to date

Cyber & Technology Associates around the globe

Protect your balance sheet. Preserve your 
reputation. Grow your organization.
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By DAVID LAM

Most of the business leaders and executives 
that I talk to frame information security 
as a problem for IT to manage and solve; 

however, IT cannot and should not manage or 
solve this problem on their own.

While there is a lot that IT can do to man-
age the security of the IT network (i.e., IT 
security), IT has nothing to do with confirming 
a bank transfer with the person requesting it or 
the fear driven culture that led an HR employ-
ee at a company to email the organization’s 
entire employee database, including social 
security numbers, to a cybercriminal. Organiza-
tions that are effectively managing the security 
of their information lead from the top, not 
from IT. Effective organizations have designat-
ed an executive or senior manager to manage 
the security of their information. 

The only way to ensure that the informa-
tion in the possession of your organization is 
appropriately protected is for the executive 
leadership of your organization to be proactive-
ly engaged in managing your information secu-
rity efforts. To be practicing governance. 

Recognizing that information security 
management is its own formal management 
discipline — and one that is very distinct from 
sales, operations, HR, finance, legal, and even 
IT — effective organizations also make sure 
that the team is supported with qualified sub-
ject matter experts. 

At its core, managing the security of infor-
mation is an exercise in risk management that 

dates back to the 1980s when the governance of 
IT was first being established. At the time, busi-
nesses around the world were concerned about 
how to manage IT and how to mitigate the risks 
that poorly managed IT departments left the 
business vulnerable to. In response, the United 
Kingdom’s Central Computer and Telecommu-
nications Agency (CCTA) created a framework 
for managing IT, built upon input from world 
business leaders and technologists. George Spal-
ding, who was one of the initial creators of this 
international IT Infrastructure Library (ITIL), 
asserted that “governance ensures that IT fulfills 
its promise to the business.” 

IT governance means that leadership and 

processes are in place to ensure that IT meets 
and supports the business’ objectives. It is this 
same leadership and process (read: governance) 
that is required for information security man-
agement in order to ensure practices are appro-
priate to the size of your business and the value 
of the data you need to protect. 

Organizations that are effective at manag-
ing the security of their information have three 
qualities that set them apart from others. First, 
they manage and lead from the top with the 
support of information security management 
experts. Second, they take a risk-management 
approach to information security. And third, 
they govern IT in accordance with clear IT 

security standards set from the top with infor-
mation security governance.

Proper governance will define the critical 
distinction between IT security and informa-
tion security. In effective organizations, it is 
the responsibility of information security man-
agement to provide oversight of IT security. 
This means setting clear IT security standards 
for IT to follow and then ensuring that IT is 
managing the IT network in accordance with 
these standards. 

While some IT vendors and IT practi-
tioners may truly be doing an outstanding job 
of managing the security of the IT network on 
their own, my own experience in assessing a 
new client’s IT security is that IT is often very 
far from adequately managing IT security to 
a standard that could be considered “reason-
able.” Sadly, most of these clients are sitting 
ducks, woefully unprepared to defend against a 
ransomware or other cyber-attack – and, man-
agement is usually surprised to discover how 
vulnerable they are.

Once a company’s leadership implements 
expert-driven information security governance, 
they can rest assured that they are meeting 
commercially reasonable levels of security – 
offering protection for their staff, clients, and 
company assets. 

David Lam, CISSP, CPP, is partner 
and CISO at Miller Kaplan, a top-
100 CPA firm. Learn more about 
the firm’s information security  
services at millerkaplan.com.

Leading from the Top: 
Information Security Governance

Information technology (IT) underwent a 
major change in 2020 as organizations were 
forced to quickly adopt strategies to handle 

new cybersecurity threats and increased remote 
working and collaboration needs, according 
to Matrix Integration, a strategic IT solutions 
and managed services provider for more than 
1,000 businesses and schools in the Midwest 
and beyond. Cybersecurity remains a top con-
cern for 2021, as hackers continue to threaten 
organizations, particularly in energy/utilities, 
government, and manufacturing.

“Although every organization is putting 
more money towards cybersecurity, the ground 
is always shifting,” said Rob Wildman, vice 
president of professional services at Matrix Inte-
gration. “It takes an overall investment in not 
just technology, but in people who understand 
the security environment and can work with the 
larger IT team to coordinate efforts to prevent, 
detect and mitigate threats.”

In addition to cybersecurity, both businesses 
and technology experts expect a continuation of 
remote work and learning.  In 2020, Matrix Inte-
gration worked with Cisco to design unified col-
laboration solutions for schools and businesses.

“The solution is powerful and flexible 
enough to work in the long-term,” said Reggie 
Gresham, vice president of sales and marketing 
at Matrix. “The work we’ve done includes new 
cameras, endpoints, additional bandwidth, and 
easy-to-use software tools to facilitate all kinds 
of collaboration and e-learning scenarios.”

For 2021, Matrix Integration has predicted 
that organizations will continue or increase 
their investment in these top five areas:

• Cybersecurity. A different approach to 
cybersecurity in 2021 may be necessary. For 
example, consulting firm Accenture estimates 
that while direct attacks may have fallen, indi-
rect attacks to supply chain and infrastructure 
are on the rise, causing organizations to broaden 
their approach to thwarting cyberattacks. In 
addition, companies are implementing a great 
number of preventative measures such as air-gap 
backups, multifactor authentication, and other 
automated efforts to quarantine malware the 
moment it is recognized on the network.

• Enterprise-level telephony systems for 
any business. With the increase in cloud-based 
services, small- and medium-sized businesses 
(SMBs) can now have the same level of sophis-
ticated phone services as major enterprises. The 
size of the system is easily managed and can be 
scaled up or down. Advantages include no capi-
tal investments or aging hardware and simplified 
management and control. As remote work will 
likely continue into 2021 and beyond, IP-based 
phone systems make it easy for employees to 
connect from anywhere.

• Unified Collaboration. The ability 
to work together across applications is both 
a short- and long-term goal that many of 
Matrix’s clients have embraced for 2021. In 
2020, together with Cisco, Matrix Integration 
deployed a wide variety of easy-to-use technol-
ogies for individuals and teams, including con-
tent sharing, encryption of sensitive data, and 
cutting-edge, cloud-based phone systems that all 
work together seamlessly.

• Edge-to-Cloud. More than 70 percent 
of essential applications and data live in hard-
ware-based data centers. Instead of moving 
these systems to the cloud – an expensive and 
time-consuming undertaking—new technology 

now moves the cloud to the edge. Working 
with HPE GreenLake, Matrix Integration can 
bring cloud services to these data centers, allow-
ing users to deploy services such as artificial 
intelligence and machine learning, as well as add 
speed and agility to on-the-ground information.

• Virtual IT Departments. Many small- 
and medium-sized businesses are realizing that 
outsourcing their IT departments altogether 
generates a significant ROI. In 2020, Matrix 
Integration worked with a growing number of 
clients to implement a MiAssurance contract, 
with companies handing the reigns over to 
Matrix to handle IT issues ranging from routine 
user questions to cybersecurity maintenance 
and data backups. In addition to reducing the 
total cost of ownership, outsourcing expands IT 
capabilities for businesses, providing them with 
additional tools and services that they may oth-
erwise not have access to.

Matrix Integration is a trusted IT solutions and man-
aged service provider that has been in business for 40 
years. Matrix Integration works closely with business-
es and institutions to provide professional services, 
networking, data center, collaboration, computing, 
and security. Learn more at MatrixIntegration.com.

Cybersecurity, Communication Lead  
2021 Top Five Technology Trends
Pandemic also advances 
collaboration, edge-computing,  
and outsourced IT departments
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Greenberg Glusker's Cybersecurity & Privacy Group
meets clients' needs at the intersection of business
and technology, advising on:

Data is the oxygen of
modern business. 

The California Consumer Privacy
Act (CCPA) and the California
Privacy Rights Act (CPRA)
Compliance with federal privacy
and security acts, including
Children’s Online Privacy and
Protection Act, the Gramm–
Leach–Bliley Act, and Federal
Trade Commission decisions 
Business security practices for
protection of private and
business sensitive information

Compliance with European
Union General Data
Protection Regulation (GDPR)
Drafting of external and
internal privacy and security
policies 
Conducting internal and
forensic investigations in the
event of a security breach 
Employee training in privacy
and data security procedures 

GreenbergGlusker.comContact: 
Timothy J. Toohey
Chair | Cybersecurity & Privacy Group
310-201-7450 | ttoohey@ggfirm.com

2049 Century Park East, Suite 2600
Los Angeles, CA 90067

310-553-3610
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Analyzing the cyber threats of Q4 2020,  
Positive Technologies specialists have 
revealed an increase in the number of 

attacks aimed at the trade industry and medical 
institutions around the world. Another feature 
of Q4 was the increase in the number of social 
engineering attacks on individuals. 

Throughout 2020, experts observed a quar-
terly increase in the number of cyber incidents, 
and Q4 was no exception. The number of 
attacks increased by 3.1% compared to Q3; 
and grew by 42.2% compared to the same 
period in 2019. The previously noted trend of 
switching from social engineering to hacking 
methods in attacks on organizations strength-
ened in Q4. On the contrary, in incidents 
affecting individuals, experts recorded a surge 
in the use of social engineering techniques, 
with the share of this method increasing from 
67% in Q3 to 85% in Q4.

According to the report, Cybersecurity 
Threatscape: Q4 2020, the number of attacks 
on the trade industry increased by 56% com-
pared to Q3 and is the highest level seen in the 
past two years. About a third of the incidents 
in this area were committed by ransomware 

operators, as, for example, in the case of 
the attack on E-Land, a South Korean retailer. 
In one out of five attacks on retailers, criminals 
placed web skimmers on hacked store websites.

“Most often, during attacks on the trade 
industry, cybercriminals steal payment card 
data,” said Yana Yurakova, an analyst at Pos-
itive Technologies. “For example, in Q4, its 
share among all stolen information was 33%. 
The second most popular target is customers’ 
personal data (27%) and third is credentials 
(20%).”

Pharmaceutical companies involved in the 
production and supply chain of the COVID-19 
vaccine, such as Fareva, Dr Reddy’s, and John-
son & Johnson have also come under a multi-
tude of attacks. Criminals not only try to steal 
intellectual property and disrupt production, 
but also continue to exploit ordinary people›s 
interest in vaccines. According to Positive 
Technologies’ research, in Q4 about 40% of all 
phishing emails concerning the pandemic were 
related to the COVID-19 vaccine.

In Q4 2020, the company’s analysts again 
noted an increase in the number of attacks 
using ransomware: Their share amounted to 

56% among all attacks using malware. Most of 
the attacks were seen against medical (20%) 
and government institutions (19%), as well as 
industrial companies (11%). Among the most 
popular ransomware, experts named Ryuk, 
REvil, Clop, Egregor and DoppelPaymer. 

 To protect against cyberattacks, Positive 
Technologies experts, first of all, advise adher-
ing to the general recommendations for ensur-
ing both corporate and personal cybersecurity. 
To make it easier to identify and eliminate 
infrastructure flaws, experts recommend creat-
ing an automated vulnerability management 
process. In addition, it is advised to use modern 

security tools, including web application fire-
walls, network traffic analysis tools, and SIEM 
systems. To prevent attacks related to sending 
malware by email, the company’s experts rec-
ommend checking attachments in a sandbox, 
a special virtual environment designed to ana-
lyze the behavior of files.

Information for this article was provided by  
Positive Technologies, a leading global provider of 
enterprise security solutions for vulnerability and 
compliance management, incident and threat  
analysis, and application protection. Learn more  
at ptsecurity.com.  

Experts Record Increase in Number of Attacks  
on Trade Enterprises

In a climate where cybercrime is increasing 
exponentially, the risk of organizations being 
disrupted is imminent. Did you know that in 

2020, there was approximately one ransomware 
attack every 10 seconds and Malware increased 
by 358%?1 In addition, it is estimated that 
cybercrime will cost the world a truly alarming 
$10.5 Trillion annually by 2025!2

As artificial intelligence and networking 
capabilities escalate, so ascends the skills of 
bad actors and the effectiveness of their tools. 
The issue of whether or not organizations need 
comprehensive security is no longer a ques-
tion – it is whether you have the appropriate 
holistic security solutions that scale, maintain 
business agility, and meticulously protect your 
organization.

Questions organizational leaders need to 
ask themselves:

• Action plan: Are you confident in your 
protection, action plan, and recovery capabili-
ties from cyber-attacks, including data encryp-
tion, exfiltration, and extortion/ransomware?

• Employee Risk: Are you prepared for 
when employees fall for increasingly savvy 
social engineering attacks?

• AI and Machine Learning: How do you 
stay on top of rapidly evolving tactics, includ-
ing bad actors utilizing Artificial Intelligence 
and Machine Learning, over the course of 
time?

•Availability: Are you confident you will 

maintain business critical availability?
• Backups: Do you have ransomware-proof 

backups that enforce multi-factor, role-based 
authentication?

Another growing concern among organi-
zations as society prepares for a post-pandemic 
era is the rise of a “hybrid workforce” mixing 
their workweeks working out of their home 
and corporate offices.  Remote endpoints that 
may not be following best practices introduce 
a significantly increased risk when connecting 
them to the corporate network.

Some tips to consider when dealing with 
remote workers / hybrid workforces:  

• Home Wi-Fi security: Home networks 
probably have weaker protocols (WEP instead 
of WPA-2, for example). This allows hackers 
easier access to the network’s traffic.3

• Phishing: Phishing attacks are widely 
recognized as the top cause of data breaches. 
Hackers can easily send seemingly legitimate, 
deceptive emails with malicious links and 
attachments. Once an employee clicks on this 
malicious link, a hacker is able to gain access 
to the employer’s device and likely to their cor-
porate network from there.2

• Insecure Passwords: Simple passwords 
have become incredibly easy for savvy hackers 
to crack, and furthermore, if an insecure pass-
word is used across several platforms, it allows 
hackers to gain unauthorized access to multiple 

accounts in a very short period of time.2
•Misleading Domains: Containing word-

ing related to coronavirus, COVID-19, or 
other current worldwide or local concern, that 
lures a person into downloading of malware, 
including ransomware.4

Some key steps in analysis and actions 
include:

• Strongly consider a “holistic” frame-
work-based approach to enhance your cyberse-
curity posture.  For example, conduct a NIST 
or a CIS Controls Gap Assessment in order to 
establish best practices and a remediation road-
map with priorities set in alignment with your 
organization’s vision and goals.

• As ransomware is now among the top 
cybersecurity threats, consider engaging a 
strong solution provider to run emulated ran-
somware attacks to help you pinpoint your 
potential weakest security controls, including 
your current security technologies and incident 
response plans.

• Leverage AI/ML for expedited detection 
and response capabilities. 

• Alternating your Vulnerability and Pen-
etration testing service providers regularly will 
potentially uncover vulnerabilities not caught 
via your incumbent provider’s tools and meth-
odologies.

• Consider utilizing a virtual CISO to 
advance toward maximum security maturity 

with minimal cost and resource allocations.
• Additional key security assessments and 

tests may include: Remote Endpoint Security 
Posture; AI-Powered User and Entity Behavior 
Analytics; Data Risk; AI-powered Endpoint 
Protection; Privileged Accounts; Email Secu-
rity; IoT, network, WiFi and Bluetooth pene-
tration testing; Credential Web Access; Social 
Engineering Tests and Ransomware Readiness 
Assessment.

This article was provided by Nth Generation. 
Since 1991, Nth Generation has provided award 
winning, industry leading, consultative IT ser-
vices, encompassing a suite of IT and security 
solutions. Nth boasts top technical and consulting 
talent and expertise – as well as numerous industry 
leading manufacturer partnerships – spanning 
IT infrastructure and advanced cyber security 
technologies, frameworks, and services. For more 
information, questions, or assistance in establishing 
best practices, contact Nth Generation at (800) 
548.1883 or visit Security.Nth.com.
 

Sources:
1 https://www.forbes.com/sites/chuckbrooks/2021/03/02/alarming-cyberse-

curity-stats-------what-you-need-to-know-for-2021/?sh=4d4423e158d3
2 https://cybersecurityventures.com/hackerpocalypse-cybercrime-re-

port-2016/ 
3 April 10, 2020 Forbes
4 Cybersecurity and Infrastructure Agency / DHS

+ March 9, 2020 CSO

Alarming Cybersecurity Threats and Remediation 
Trends in 2021 and Beyond

Report shows that the number of attacks on the trade industry increased by 
56% in Q4 compared to Q3 and is the highest level seen in the past two years
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Nth Generation provides comprehensive IT Security, leveraging industry leading 
services & technologies. Utilize our security brain trust -- comprised of an awarded, tenured 
CISO team. Our cybersecurity professionals possess an average of 21 years of experience. 
These experts assist in identifying vulnerabilities and provide remediation recommendations.

OPTIMAL SECURITY
Are you utilizing your 
cybersecurity solutions 
properly and optimally?

Learn More:
security.nth.com/rra
800.548.1883

With thousands of security technologies, a framework-based, 
holistic approach to cybersecurity has become essential. 

HPE GreenLake Continuous Compliance service provides executive 
and tactical compliance views of your AWS and Azure environments.

ACTION PLAN
Are you confident in your 
protection, action plan, and 
recovery from encryption, 
exfiltration, and extortion?

EMPLOYEE RISK
Are you prepared for when 
employees fall for 
increasingly savvy social 
engineering attacks?

AI & MACHINE LEARNING
How do you stay on top of rapidly 
evolving tactics, including bad 
actors utilizing Artificial Intelligence 
and Machine Learning, over the 
course of time?

AVAILABILITY
Are you confident you 
will maintain crucial 
availability?

BACKUPS
Do you have comprehensive 
backups and segregated 
back architecture?

ASK YOURSELF:

Discover how Nth Generation can safely emulate a 
real-world ransomware attack and pinpoint what 
your weakest security controls may be with a 

Ransomware Readiness 
Assessment.

HOW WOULD YOU 
SCORE AGAINST A 
Ransomware 
Attack?

N
th
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By TEENA HOSTOVICH

On Nov. 3, 2020, California voters approved 
the California Privacy Rights Act (CPRA) 
expanding and modifying privacy rights 

under the California Consumer Privacy Act 
(CCPA), which went into effect on Jan. 1, 2020. 

The CPRA becomes operative on Jan. 1, 
2023 and will apply to personal information 
collected after Jan. 1, 2022. Civil and admin-
istrative enforcement will commence on July 
1, 2023. The CPRA establishes the California 
Privacy Protection Agency which becomes the 
first privacy protection enforcement agency of 
its kind in the United States.  

The CPRA will apply to businesses that: (1) 
in the preceding calendar year had an annual 
gross revenue of $25 million; (2) annually buy, 
sell or share the personal information of 100,000 
consumers or households; or (3) derive 50% 
or more of its annual revenue from selling or 
sharing consumers’ personal information.  The 
CPRA has expanded its reach to now include 
those businesses deriving at least 50% of their 
annual revenue from selling and/or sharing infor-
mation. The annual buy, sell, or share threshold 
under CCPA is currently 50,000 and includes 
devices, but that number has been increased to 
100,000 and does not include devices, which 
may alleviate some of the burden on small busi-

nesses when the CPRA goes into effect.   
The CCPA regulates “service providers” and 

“third parties.” A “service provider” is an entity 
that processes consumer personal information 
on behalf of a business pursuant to a written 
contact. A “third party” is not the business that 
collects consumer personal information nor 
is it a person to whom the business discloses a 
consumer’s personal information pursuant to a 
written contract which is to contain very specif-
ic provisions regarding the handling of personal 
information.  The CPRA adds a new category of 
regulated entities – contractors.  A “contractor” 
is “a person to whom the business makes avail-
able a consumer’s personal information for a 

business purpose pursuant to a written contract.”  
Contracts involving service providers, contrac-
tors, and third parties must contain very specific 
provisions and are set forth in the statute.  

Organizations subject to the CPRA must:  
(1) have a specific and legitimate business pur-
pose for collecting, using, retaining or sharing 
the personal information and the processing 
must not be inconsistent with the stated pur-
pose; (2) limit the personal data to information 
which is reasonably necessary for the stated 
business purpose; and (3) store the data no lon-
ger than reasonably necessary.  

The CPRA creates a new data set called 
“sensitive personal information” which has a 
variety of specific fields, including, but not lim-
ited to racial origin, religious affiliation, finan-
cial information, account credentials, precise 
geolocation, and sexual orientation. 

The CPRA expands and modifies the 
CCPA’s existing consumer rights provisions in 
addition to creating new protections for Cali-
fornia consumers.  

Organizations subject to California’s laws 
should ensure that they undertake a thorough 
and comprehensive evaluation of the Cali-
fornia’s consumer privacy protection laws and 
implement a robust compliance strategy. Below 
are some considerations:

• Consult with legal counsel to determine 

whether your organization is subject to the 
CPRA’s compliance obligations. 

• Ensure that your compliance strategy 
includes consideration of all potentially applica-
ble privacy protection laws, including interna-
tional, federal, state and local regulations. 

• Establish a team within your organization, 
including members from legal, IT, operations 
and finance to evaluate your data collection, 
use, and retention practices and create a course 
of action specific to your organization’s needs 
and its compliance obligations. 

• Evaluate contracts with entities that have 
access to data and are performing services for 
your organization, as well as contracts with cus-
tomers to whom you are providing services. 

• Plan for and establish a budget dedicated 
to compliance efforts, including allocations for 
implementing risk transfer mechanisms such as 
cyber insurance. 

Teena Hostovich is vice chair of  
Lockton Pacific. Maryam Rad,  
vice president insurance & claims 
counsel of Lockton Insurance Bro-

kers, LLC, generously contributed to this article. 
For more information about the new regulations, 
visit Lockton’s Global Cyber & Technology Practice 
at lockton.com/global-cyber-technology-practice or 
call (213) 689-0065.

California Broadens Data Privacy Protections
The CPRA creates a new data set called 
“sensitive personal information” which 
has a variety of specific fields, including 

racial origin, religious affiliation, 
financial information, account 

credentials, precise geolocation,  
and sexual orientation. 
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